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Who? ‘

A Dr. Nestori Syynimaa
A Senior Principal Security Researcher @Secureworks
A Developer ofAADInternalgoolkit =
A Microsoft MVPx2 (Identity and Access, Intune)

A Microsoft MVSR

Contact
A nsyvnimaa@secureworks.com
A Twitter: @DrAzure AD

A https://linkedin.com/in/nestor;
A https://0365blog.com
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Agenda |>.PC:

Alntroduction to AADInternals
AWhy did | do it?
Alntroduction to Microsoft APIs

AExamples:
AGet - AADIntServicelLocations
ASet - AADIntUserPassword
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Introduction toAADInternals




>
AADInternals 'DC}

APowerShell module (>41000 lines of code)
AAdmin & hacking toolkit for Azure AD & Office 365 (since Oct 2018)

AOpen source;
Ahttps://github.com/gerenios/aadinternals
Ahttp://0365blog.com/aadinternals/

AEasy to install & use:

C:\ PS> Install - Module AADiInternals
C:\ PS> Import - Module AADInternals

ey \/ Il R
IV \/_ | N
I VLTI )

Ay I 111 \_ I\ I

v0.6.2 by @DrAzureAD (Nestori Syynimaa)



https://github.com/gerenios/aadinternals
http://o365blog.com/aadinternals/
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Why did | do it?




Background 1/2 |>DC3

AWhy AADInternal®

AEasy way to contribute to the community
Alncreases the security awareness
ANo other tools for most functionality

AWhy PowerShell?
AWell, it is EASY to use
AMost Microsoft administrative tasks use PowerShell




Background 2/2 |>DC3

AHow?

AMonitoring traffic between clients & cloud
AHours of reversengineering MS binaries

- B

Client Fiddler 4




Results? E,SP C’b

AAwarded MVP on Dec 2020 in Enterprise Mobility tech. area

Aldentity and Access
Alntune

AStarted as fultime security researcher on Apr 2021

AAwarded Most Valuable Security Researcher by MSRC on Aug 2021
Ahttps://0365blog.com1 500+ weekly visitors

A5 600+AADInternalslownloads fromPSGallery



https://o365blog.com/
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Introduction to MS APIs




How the cloud works 1/2 )

1. Clients
2. Authentication
3. APIs r
C
a MS Graph API
Provisioning API

MSOnline

(Get - MSolUser )




How the cloud works 2/2 |>DC3

ACloud (only) does what client tells it to do!
ACloud know about the client & user only

L |
what it is told to! G N OicioAut
e\

MS Graph API

D mdl Provisioning API

MSOnline
(Get - MSolUser )




: >
Some API endpoints 'DC’D

MSOnlinemodule Provisioning API https://provisioningapi.microsoftonline.com/
provisioningwebservice.svc
AzureADmodule Azure AD Graph https://graph.windows.net/<tenant>/<command>

('Microsoft Graph

Azure AD Connect Sync provisioning https://adminwebservice.microsoftonline.com/
service provisioningservice.svc



https://docs.microsoft.com/en-gb/previous-versions/azure/ad/graph/api/api-catalog
https://docs.microsoft.com/en-us/graph/api/overview?view=graph-rest-1.0
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Examples




GetAADIntServicelLocations

AGetMsolCompanylnformation
AGets company wide settings from Azure AD
A ContentType: applicatiorgoap+xmli
AOnly a subset of returned information is shown

DisplayName

PreferredLanguage

Street

City

State

PostalCode

Country

CountrylLetterCode

TelephoneNumber
MarketingNotificationEmails
TechnicalNotificationEmails
SelfServePasswordResetEnabled
UsersPermissionToCreateGroupsEnabled
UsersPermissionToCreatel OBAppsEnabled
UsersPermissionToReadOtherUsersEnabled

UsersPermissionTolUserConsentToAppEnabled :
: True

: Sync_SERVER_2980bcb19aa3@M365x403056.onmicrosoft. com
: 28.5.2020 7.08.53

: 28.5.2020 7.12.06

: True

DirectorySynchronizationEnabled
DirSyncServiceAccount
LastDirSyncTime
LastPasswordSyncTime
PasswordSynchronizationEnabled

- Black Hat
- en

. US
: 8006427676
- 1

: {1}

: {admin@blackhat.myo365.site}
: True

: True

: True

: True

True
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<b:ReturnValue zmlns:c="http://schemas.datacontract.org/2004/07/Microsoft.Online.Administration">

<c:
<o

<C

<Cc

<C

“c

<c

<C

<Cc

<C

<c

“c

<C

<C

<Cc

<o
<c:
R

rhuthorizedServiceInstances xmlns:d="http://schemas .microsoft.com/2003/10/5erializat]|
<o
<o
:CompanyDeletionStartTime fi:nil="troe"/>

:CompanyTags xmlns:d="http://schemas.microsoft.com/2003/10/Serialization/Arrays">
<o
:CompassEnakled i:nil="true"/ />
<c:
<c:
:DapEnabled i:nil="trne"/>
<c:
:DirSynchnchorfttribute>mS-DS-ConsistencyCuid</c:DirSynchnchorittribute>
<c:
<o
<c:
<c:
<o
<o
:DisplayName>Black Hat</c:DisplayName>
<c:
<o
<c:
<c:
<c:
<o
:PasswordSynchronizationEnabled>troe</c:PasswordSynchronizatio
<c:
<o
:Preferredlanguageren</c: Preferredlanguage>
<o
<c:
<o
iSecurityComplianceNotificationEmails =m
<c:
<c:
<o
<c:
:5tate i:nil="true"/>
<c:
<o
<c:
<c:

BllowhdHocSubscriptions>trne</c:AllowhAdHocSubscriptionss

ABllowEmailVerifiedUsers>rtrue</c:RAllowEmailVerifiedUsers>

buthorizedServices/>
City i:nil="trone"/>

CompanyType>CompanyTenant</c: CompanyTypes

Country i:nil="true"/>
CountryLetterCode>TUS</c:CountryLetterCode>

DefaultUsagelocation i:nil="trume"/>

DirSynchpplicationType>1651564e-Toed—4d99-88be-0a65050d8de3</c:DirSynchpplicationTy
DirSyncClientMachineName>SERVER</c:DirSyncClientMachineHame:
DirSyncClientVersion>»1.5.30.0</c:DirSyncClientVersion>
DiISyncSeIvicenccnunt)Sync_SERFER_2EBDbcb19aa3@MB€51403056.onmicrosoft.com<fc:DiISy
DirectorySynchronizationEnabled>troe</c:DirectorySynchronizationEnabled:
DirectorySynchronizationStatus:Enabled</c:DirectorySynchronizationStatuss

InitialDomain>M365x403056.onmicrosoft.com<,/c:InitialDomain>
LastDirSyncTime>2020-05-28T09:39:082</c:LastDirSyncTime>
LaztPasswordSyncTime»2020-05-28T09:12:528</c: LastPasswordSyncTime>
HMarketingMotificationEmails xmlns:d="http://schemas.microsoft.com/2003,/0d/5erializal
HMultipleDataLocationsForServicesEnabled i:nil="true"/>
ObiectId>c0295e5e-58f1-4388-a0dB8-53575339%98c5a</c:0bjectId>

PortalSettings>
FostalCode i:nil="true"/>

ReleaseTrack>FirstRelease</c:ReleaseTrack>
ReplicationScope>NA</c:ReplicationScope>
EmsViralSignUpEnabled>trne</c:EmsViralSign nabled>
fz:d="http://schemas.microsoft.com/2003,/10/
SecurityComplianceNotificationPhones Amlns:d="http://schemas.microsoft.com/2003/10/
SelfServePasswordResetEnakled>t fc:SelfServePasswordResetEnabled>
ServiceInformation:
SexrviceInstancelInformations

corServiceInstanceInformations

zoiServicelnstancelInformation>
<c:Geographiclocations
<g:Country>08</c:Country>
<c:Region>NA</ciRegion>
<ciState imnil="troe" />
</ociGeographiclocations
ZorBervicelnstances>Windows /SDF</c: ServiceInstance
ZoiBervicelnstanceEndpoints finil="true"/ />
<fociServicelnstancelnformation:
<giServicelnstancelInformaction>
<c:GeographiclLocation>
<ciCountry>UsS</c:Country>
oiRegion>NA</c:Region>
<orBtate fmnil="true"/>
</fciGeographicLocations
{c:SEIvicEInstance>SCDIPRﬂD_ﬁHEUAﬂ502_ﬂ3<fc:SEIvicEInstancE>
<g:ServicelnstanceEndpoints itnil="true"/>
</ciBerviceInstanceInformation:
ZoiServicelnstanceInformations>
<c:GeographicLocations
<o Conntry=>08</c: Country>
<ciBegion>NA</ c:Region
<g:i5tate iLinil="true"/>
<fciGeographiclocations
ZoiBerviceInstancesMnltiFactorService,/HADDL</c:Servicelnstances
ZoiBerviceInstanceEndpoints f:inil="true"/ />
z/fc:ServiceInstancelnformacions

bud

Street i:nil="true"/>
SubscriptionProvisioningLimited>rfalse</c:SubscriptionProvisioningLimited:s

TechnicalMNotificationEmails xmlns:d="http://schemas.microsoft.com/2003/10/5erialization/Arrays">

TelephoneNumkber>8006427676</c: TelephoneNumber>

UsersPermissionToCreateSroupsEnakbled>troe</c:UsersPermissionTolreateGroupsEnabled:

:UsersPermissionToCreateLOBAppsEnabled>true</c:UsersPermissionToCreateLOBAppsEnabled>
UsersPermissionToReadOtherUsersEnabled>true</c:UsersPermissionToReadOtherUsersEnabled:

TIExtensibilitylUris i:nil="trone" xmlns:d="http://schemas.microsoft.com/2003/10/5erialization/Arrays"/>
<o

UsersPermissionTolUserConsentToAppEnabled>true</c:UsersPermissionTolserConsentToAppEnabled:s

WhenCreated>2019-07-14T07:03:20Z</c:WhenCreated>

</b:ReturnValues>




SetAADIntUserPassword |>Dcfb

AAzure AD Connect (if configured) synchronises password hashes from
Active Directory to Azure AD

AContentType: application/soap+msbirfl
AWCF Binary Message Inspector by Will Fuqua!
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Headers TextView Syntaxview WebForms HexView WICF Binary | Auth | Cookies |
i ronline. com/provisioningservice. swc HTTP/1.1
Content-Type:

¥-ms-aadmsods-= nfiguration
¥x-ms-aadmsods-appid: 1551564& 7Tce4-4d99-58be-0a6s050d8dc3
client-request-id: e&efeb2a0-5509-458T-8c22-b73139607732
¥x-ms-aadmsods-clientversion: 8.0
¥x-ms-aadmsods-dirsyncbuildnumber: 1.5.30.0
¥-ms-aadmsods-Timbuildnumber: 1.5.30.0
¥-ms-aadmsods-tenantid: c0295e5e-58F1-4388-a0d8-535753398¢c5a
x-ms-aadmsods-machineid: 0cT2774f-al88-4bd3-b4b3-3a690374325d
¥-ms-aadmsods-provisioningsessiondesc: Conhnector-7a88170a-d27a-487d-868c-46cd4ael421T
Host: adminwebservice.microsoftonline.com

Content-Length: 3090

Expect: 100-continue

Accept-Encoding: gzip, deflate

POST https://

application/soap+msbinl

v

Os0

Danwvoo

gonofhttp: //schemas.microsoft. com/online/aws,/change,/2010,/01/IProvisioningwebService/GetCompamyContigurationa SyncTakendOOo*
ApplicationIdoshttp: //schemas.microsoft. com/online/aws,/change/2010,/010%1651564e-7Ced4-4d99-88be-0a65050d8dc3@
BearerTokenOdshttp: //schemas.microsoft. com/online/aws /change,/2010,/010G0eyI0exXA101 IKVLIGILC ThbGei0i ISUzIING IsIngldC IGIKNOVHVOT
Clientversiondehttp: //schemas.microsoft. com/online/aws,/change,/2010,/01008. 02001 rSyncBuildNumberiehttp: //schemas.microsoft.co

IssueDateTimelchttp: //schemas.microsoft. com/online/aws,/change/2010,/01000000000&
LanguageIdoghttp: //schemas.microsoft. com/online/aws/change/2010/0100en-Us& LiveTokendehttp: //schemas.microsoft.com/online/:
TrackingIdoehttp: //schemas.microsoft. com/online/aws,/change,/2010/010%e6Teb2a0-5509-458F-8c22-b7321396077320D00VvZ00000@00z00+p1

gnochttps: //admimwebservice.microsoftonline. com/provisioningservice, svclvidleetCompamyConTigurationichttp: //schemas.microso

0x02 : <Envelope>
OxOB : <Header>




