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ÅDeveloper of AADInternalstoolkit
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Agenda

ÅIntroduction to AADInternals

ÅWhy did I do it?

ÅIntroduction to Microsoft APIs

ÅExamples:
ÅGet - AADIntServiceLocations

ÅSet - AADIntUserPassword



Introduction to AADinternals



AADInternals

ÅPowerShell module (>41000 lines of code)

ÅAdmin & hacking toolkit for Azure AD & Office 365 (since Oct 2018)

ÅOpen source:
Åhttps://github.com/gerenios/aadinternals

Åhttp://o365blog.com/aadinternals/

ÅEasy to install & use:
C: \ PS> Install - Module AADInternals

C: \ PS> Import - Module AADInternals

___    ___    ____  ____      __                        __    

/   |  /   |  / __ \ /  _/___  / /____  _________  ____ _/ /____

/ /| | / /| | / / / // // __ \ / __/ _ \ / ___/ __ \ / __ `/ / ___/

/ ___ |/ ___ |/ /_/ _/ // / / / /_/  __/ /  / / / / /_/ / (__  ) 

/_/  |_/_/  |_/_____/___/_/ /_/ \ __/ \ ___/_/  /_/ /_/ \ __,_/_/____/  

v0.6.2 by @DrAzureAD (Nestori Syynimaa)

https://github.com/gerenios/aadinternals
http://o365blog.com/aadinternals/


Why did I do it?



Background 1/2

ÅWhy AADInternals?
ÅEasy way to contribute to the community

ÅIncreases the security awareness

ÅNo other tools for most functionality

ÅWhy PowerShell?
ÅWell, it is EASY to use

ÅMost Microsoft administrative tasks use PowerShell



Background 2/2

ÅHow?
ÅMonitoring traffic between clients & cloud

ÅHours of reverse-engineering MS binaries

Client



Results?

ÅAwarded MVP on Dec 2020 in Enterprise Mobility tech. area
ÅIdentity and Access

ÅIntune

ÅStarted as full-time security researcher on Apr 2021

ÅAwarded Most Valuable Security Researcher by MSRC on Aug 2021

Åhttps://o365blog.com1 500+ weekly visitors

Å5 600+ AADInternalsdownloads from PSGallery

https://o365blog.com/


Introduction to MS APIs



How the cloud works 1/2

1. Clients

2. Authentication

3. APIs

Provisioning API

MS Graph API

MSOnline
(Get - MSolUser )

MS xxx API

OIDC/OAuth2

3

1

2



How the cloud works 2/2

ÅCloud (only) does what client tells it to do!

ÅCloud know about the client & user only 
what it is told to!

Provisioning API

MS Graph API

MSOnline
(Get - MSolUser )

MS xxx API

OIDC/OAuth2



Some API endpoints

ά¢ƘƛƴƎέ API Address

MSOnlinemodule Provisioning API https://provisioningapi.microsoftonline.com/ 
provisioningwebservice.svc

AzureADmodule Azure AD Graph
(!Microsoft Graph)

https://graph.windows.net/<tenant>/<command>

Azure AD Connect Sync provisioning 
service

https://adminwebservice.microsoftonline.com/  
provisioningservice.svc

https://docs.microsoft.com/en-gb/previous-versions/azure/ad/graph/api/api-catalog
https://docs.microsoft.com/en-us/graph/api/overview?view=graph-rest-1.0


Examples

NestoriSyynimaa



Get-AADIntServiceLocations

ÅGet-MsolCompanyInformation
ÅGets company wide settings from Azure AD

ÅContent-Type: application/soap+xml

ÅOnly a subset of returned information is shown

NestoriSyynimaa





Set-AADIntUserPassword

ÅAzure AD Connect (if configured) synchronises password hashes from 
Active Directory to Azure AD

ÅContent-Type: application/soap+msbin1 Ϥ

ÅWCF Binary Message Inspector by Will Fuqua!



0x02 : <Envelope>
0x0B : <Header>


