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80’s: Pre-historical era

I was

• Teenager

• Hobbyist programmer 

(Commodore 64 basic/assembler, C)

Microsoft was 

• A company making DOS 

(including Edlin)



80’s: Operating Systems



90’s: Early Years

I was

• Teenager & early 20s

• Father (1996 & 1998)

• Working as IT support (summers) 

& graphic designer

• Hobbyist programmer (C/C++)

• Tried to study a bit (with no luck)

Microsoft was 

• A company making DOS (including 

MS-DOS Editor), Windows, and 

dev tools



90’s: Operating System



90’s: Dev tools

Source: https://www.pcworld.com/article/917478/microsofts-

biggest-software-release-came-in-a-box-two-feet-long.html 

https://www.pcworld.com/article/917478/microsofts-biggest-software-release-came-in-a-box-two-feet-long.html
https://www.pcworld.com/article/917478/microsofts-biggest-software-release-came-in-a-box-two-feet-long.html


00’s: Love and hate

I was

• Late 20s, early 30s

• Father (2000)

• Working as a developer (Lotus 

Notes/Domino, Java), CTO & CIO

• Started to study again (BBA 2007, 

MSc 2009), MCP 2001

Microsoft was 

• Making my life miserable 

(SharePoint, Exchange, Windows, 

Active Directory 🤮)

• Business Partner (Dynamics CRM, 

HMC 4.0, BPOS)



00’s: Business productivity & OSs



00’s: SaaS & Cloud!



10’s: Making a Living

I was

• Late 30s, early 40s

• Grandfather (2018, 2019)

• Working as CIO & IT trainer (Office 365 

administration) & CIO

• Continued to study (PhD 2015), MCT since 2013

• First version of AADInternals 2018

Microsoft was 

• Business partner (training)

• Supplier (Windows, Office 365, Azure)

• MSRC



10’s: Making a living



10’s: Making a living



20’s: Partnering

I was

• Mid 40s

• Working as Security Researcher

• MVP since 2020

• MVR since 2021

Microsoft was 

• Business partner

• Pandora’s box for security issues





20’s: Personal Connections



What do I 
do now?
Senior Principal Security Researcher                      

@ Secureworks® CTU™

• Find security issues and attack vectors from 

Microsoft (cloud) products

• Create countermeasures

• Report to Microsoft

• Update AADInternals toolkit

• Publish findings



Working with Microsoft: 80’s to 00’s

Customer & 

end-user

Reseller



Working with Microsoft: 10’s

Trainer

Customer & 

end-user

Researcher

Microsoft

Finland



Working with Microsoft: 20’s

Researcher



Case #1

Jun 29 Reported to MSRC

Jul 21 MSRC: By-design

Sep 09 Shared draft to MSRC

Sep 21 Leaked to public

Sep 29 Published

Sep 30 Updated

Source: https://www.secureworks.com/research/undetected-

azure-active-directory-brute-force-attacks 

https://www.secureworks.com/research/undetected-azure-active-directory-brute-force-attacks
https://www.secureworks.com/research/undetected-azure-active-directory-brute-force-attacks


Case #2

Sep 07 Reported to MSRC

Sep 22 MSRC: Fixed

Sep 23 Reported to MSRC

Dec 02 MSRC: Fixed

Dec 02 Responded, 2 issues not fixed

Jan 28 MSRC: Closed as fixed

Apr 05 Published

Apr 12 Updated

Source: https://www.secureworks.com/research/azure-

active-directory-exposes-internal-information 

https://www.secureworks.com/research/azure-active-directory-exposes-internal-information
https://www.secureworks.com/research/azure-active-directory-exposes-internal-information


Case #3

Jul 18 Reported to MSRC

Mar 11 MSRC: By-design (1/2)

Aug 22 MSRC: By-design (2/2)

Nov 08 Published

Source: https://aadinternals.com/post/ests/ 

https://aadinternals.com/post/ests/


Case #3





Case #3

“clickbait” 

removed 😊



Case #3



Case #3



Takeaways

We (researchers) are the good 

guys – we want things to be fixed

MSRC is suffering from the 

“broken-telephone”

(Most) people outside Microsoft 

sees Microsoft as one entity

Researchers would really like to 

talk directly to engineering/PGs

If we say something that is 

wrong, just tell us how

When we provide draft blogs 

etc., it is okay to ask to postpone



How to follow me?

@DrAzureAD@infosec.exchange
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