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About Secureworks®

• Dell Security Services

• 100% focus on cybersecurity

• Fighting adversaries nearly two decades

• Products:

• Taegis™ XDR

@DrAzureAD

https://twitter.com/DrAzureAD
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Changing the Shape of the Threat Funnel
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Dell Managed Detection and Response 
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About Counter Threat Unit™ (CTU)

• Expert group of security researchers

• Identifies and analyses emerging threats

• Develops advanced countermeasures

@DrAzureAD

https://twitter.com/DrAzureAD
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Defending 
Every Corner 

of 
Cyberspace

(as a researcher)
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https://www.secureworks.com/blog/dangerous-assumptions-why-adversarial-testing-matters 

https://www.secureworks.com/blog/dangerous-assumptions-why-adversarial-testing-matters
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Definitions

• Adversary Emulation1 

• “an intelligence driven discipline that entails researching, 

modeling, and executing cyber adversary tactics, 

techniques, and procedures (TTPs) to assess and improve 

cybersecurity”

• Adversary emulation != penetration testing

• Indication of Compromise (IoC)2:

• “a piece of digital forensics that suggests that an endpoint 

or network may have been breached”

1. https://mad.mitre-engenuity.org/

2. https://www.crowdstrike.com/cybersecurity-101/indicators-of-compromise/
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https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html 

Pyramid of Pain

• The “cost of change” to 
adversaries if an 
indicator is blocked

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Where to focus?

Tactics

Techniques

Procedures
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Azure AD adoption/usage statistics

Fortune 500

Has Azure AD Tenant 441 88 %

Has federated domains (n=441) 293 68 %

Uses Seamless SSO (n=441) 118 27 %

Top Universities (n=2000)

Has Azure AD Tenant 1892 95 %

Has federated domains (n=1892) 293 28 %

Uses Seamless SSO (n=1892) 258 14 %

Finnish municipalities (n=302)

Has Azure AD Tenant 301 100 %

Has federated domains (n=301) 78 26 %

Uses Seamless SSO (n=301) 94 31 %

Finland 500

Has Azure AD Tenant 492 98 %

Has federated domains (n=492) 160 35 %

Uses Seamless SSO (n=492) 191 39 %

Swedish municipalities (n=290)

Has Azure AD Tenant 290 100 %

Has federated domains 107 37 %

Uses Seamless SSO 144 50 %

Sweden 100

Has Azure AD Tenant 99 99 %

Has federated domains (n=99) 36 36 %

Uses Seamless SSO (n=99) 49 49 %
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Adversary Emulation

Define the 
Objective

Research 
Adversary TTPs

Plan the Activity

Implement TTPs

Conduct the 
Activity

Conclude the 
Activity

Is our AD FS environment 

secured?

APT29 is known to attack 

identity federation.
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Adversary Emulation

Define the 
Objective

Research 
Adversary TTPs

Plan the Activity

Implement TTPs

Conduct the 
Activity

Conclude the 
Activity

Is our AD FS environment 

secured?

APT29 is known to attack 

identity federation.

T1649

T1606.002
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Selected TTPs
@DrAzureAD

Tactics:

Defense Evasion

Credential Access

Lateral Movement

Techniques:

T1649 Steal or Forge Authentication Certificates

T1606.002 Forge Web Credentials: SAML Tokens

Procedures:

Forge SAML tokens

Export AD FS signing certificates

“Why?”

The reason for 

performing the 

attack.

“How?”

Techniques used to 

achieve the goal of 

the attack.

Technical details on 

how the adversary 

uses the technique.
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Golden SAML attack

T1649 T1606.002

Export token 
signing 

certificates

Forge SAML 
tokens 
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AD FS attack graph Export using MMC
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AADInternals

Admin & hacking toolkit for Azure AD & Microsoft 365

Open source:

• https://github.com/gerenios/aadinternals 

• https://aadinternals.com

• MITRE ATT&CK

• https://attack.mitre.org/software/S0677/ 

https://github.com/gerenios/aadinternals
https://aadinternals.com/
https://attack.mitre.org/software/S0677/


Research highlights &
“by-products”
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@DrAzureAD
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Summary



© DELL Inc. All Rights Reserved29

How we protect cybersecurity by researching

• Study real-life attacks

• Create novel attacks / attack paths

• Build countermeasures

• Publish research & tools

• Public speaking
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Thank you.
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