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AADInternals

Admin & hacking toolkit for Azure AD & Microsoft 365

Open source:

https://github.com/gerenios/aadinternals

https://aadinternals.com/aadinternals

MITRE ATT&CK
https://attack.mitre.org/software/S0677/

Groups That Use This Software

ID Name References

G0016 APT29 [5]
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Azure AD passwords 1/2

* “‘many companies believe that Microsoft may have access to users’
passwords”!

* “plain-text version of the password is never and can never be
exposed to Microsoft” *

* “‘same [hash] process as the password hash sync from AD to AAD” 2

1. https://www.microsoft.com/en-us/security/blog/2019/05/30/demystifying-password-hash-sync/
2. https://learn.microsoft.com/en-us/answers/questions/848370/salting-and-hashing
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Azure AD passwords 2/2

* “Azure AD stores the last four password hashes in the password hash
history” !

» Password hash sync .
e “MD4+salt+PBKDF2+HMAC-SHA256” 2 x 1000

* “Azure AD Connect can be configured to synchronize the required
NTLM or Kerberos password hashes” 3

https://learn.microsoft.com/en-us/troubleshoot/azure/active-directory/pwd-hash-sync-auto-enable#resolution
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-password-hash-
synchronization#detailed-description-of-how-password-hash-synchronization-works
https://learn.microsoft.com/en-us/azure/active-directory-domain-services/tutorial-configure-password-hash-
sync#password-hash-synchronization-using-azure-ad-connect
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Password hash synchronisation (PHS) example

 Password: "Password”
* MD4 hash: "a4f49¢c406510bdcab6824ee7c30fd852”

 What is sent to cloud:

Version
I Hash function Ilterations
v1:PPH1_MD4, ,1000,
v1;PPH1_MD4, , 1000,
v1:PPH1_MD4, ,1000,
v1;PPH1_MD4, , 1000,

v1;:PPH1_MD4, , 1000, Secureworks
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Azure AD Domain Services (AADDS)

« enables you to use managed domain services—such as Windows
Domain Join, group policy, LDAP, and Kerberos authentication—
without having to deploy, manage, or patch domain controllers*

 Also known by technical name DC as-a-service (DCaaS)

 Allows using (legacy) software depending on DS in Azure
« Users synchronised from Azure AD (needs at least one admin)

» Extra users can be added manually

* Only one deployment per tenant!

* hitps://azure.microsoft.com/en-us/products/active-directory/ds

Secureworks
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AADDS topology

» 2 DCs deployed to chosen subnet

« Extra DCs via replica sets
* One set per subnet

* Replication via MS backbone network

JAVAR| (=)

Subnetl Subnet2

- - -
g' g' g'
DC1 DC2 DC4

DC5

(@]D]YAVAVI=YA\D),

Subnet3

DC6 DC7
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AADDS administration 1/2

* Normal RSAT tools / PowerShell (from a domain joined computer)

 Admin permissions via group

AAD DC Administrators =

File Action View Help

T 4 B XE G HEE 2 %

Name Description
2 ion Gr... 0 M365 Group
1 Security group

\D DC Administrators > it} .. Security group us

AAD DC Administrators Properties

General Members Member Of  Managed By

SSyncState nly selecte

| Builtin '_ AAD DC Administrators

omain Centrollers
Direct members | ForeignSecurityPrincipals
1 M ed Service Acco c
@ 5 Total &k 5 : : Managed Service Accounts
Users cOperators

— . p r lasewo
Group memberships C otal members E-mail: cPassword

20 55

Group scope Group type the default
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AADDS administration 2/2

* No Domain Admin permissions

* Built-in admin account:

L
File Acticn View Help

e | fR B XE2 HE/ TRETE%R

: Active Directory Users and Computers [OPKAM| | Name Type Description

- saved Queries i#% AADDS Service Administrators Gro up Security Group.. AADDS Service Adrmni
w 5 contoso,

| AADDC Computers
AADDC Users
AADDEDomainAdmin

AADD clCustombttributes General Members  Member Of Managed By

AADDS Service Administrators Group Properties

AADDSSyncEscrows

=

=
=
=
=
=

AADDSSyncState Members:

Builtin MName Active Directory Domain Services Folde
Computers ¥, dcaasadmin contoso.

| Domain Controllers

| ForeignSecurityPrincipals

| Managed Service Accounts

| Users

Se
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User deployment 1/2

AAD Connect or ?
AAB-cloud-synet ®
On-Premises Azure AD AADDS
Domain Tenant Domain
-

. ew Eemet e

User2 User2
User2 User3

*  https://learn.microsoft.com/en-us/azure/active-directory-domain-services/tutorial-create-
instance#enable-user-accounts-for-azure-ad-ds
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User deployment 2/2

 AADDS user Is a copy of Azure AD user
* If hybrid (on-prem originated):
« Azure AD user Is a copy of on-prem user
« AADDS user is not a replica of on-prem user
* Different SID,
 (Possibly) different NetBIOS domain

* On-prem — Azure AD synced with AAD Connect
* Azure AD — AADDS sync technique unknown
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Bring in the big guns!

Nevada Romsdahl
@nevadaromsdabhl

Technical Lead

Tony Gore

@nullgOre

Security Researcher
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Attack topology

« Domain joined computer with RSAT tools

e Kali Linux

Azure
Subnetl
S — .
E $
&
DC1 DC2 RSAT Kali Linux
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Attack results

V¢

» Used and techniques to get Domain Admin* &

» Dump NTHashes from AADDS DCs (¢

Q%[ Deploy AADDS H Get Domain Admin H Dump NTHashes from AD J%O

* Fixed by Microsoft on Mar 7t 2023 :
Secureworks
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Research topology

* Installed Telerik Fiddler web debugging proxy to on-prem and Azure
» Configured on-prem AAD Connect to use Fiddler

» Configured AADDS DCs to use Fiddler

On-Premises JAVASI(=JA\D)

Domain Eiddler Tenant Eiddler Domain

Secureworks
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On-prem — AzureAD 1/2

« Azure AD Connect :

s:Envelope xmlns:s="http://www.w3.0rqg/2003/05/scap-envelope" xmlns:a="http://www.w3.0rq/2005/08/addressing">

nmistUnderstand="1">http://schemas.microsoft.com/online/aws/change/2010/01/IProvisioningWebSe
rn:uuid:87de2c3e-cdfc-4608-84cf-7dfac9973375</a:RelatesTo>
“orrelationTId="c4934d6a-d93f-4c70-820e-285b5bb119%e2" xmlns="http://schemas.microsoft.com/200

p://schemas.microsoft.com/online/aws/change/2010/01">
="http: ffschemas datacontract.org/2004/07/Microsoft.O

cqac \'."ﬂ Credentials>

) wsSupplementalCredentials>
IIDGjCCﬁgthwIBﬁgIQHMquthfO/9a/1ruRoDGDhNngqhklGBWDBEQSFKDEB
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On-prem — AzureAD

Encrypted NTHash blob

F<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/scap—-envelope" zmlns:a="http://www.w3.0rg/2005/08/addressing">
2 |H <s:Header:>
24 |E <s:Body>
25 |B <ProvisionCredentials zmlns="http://schemas.microscft.com/online/aws/change/2010/01">
26 |B <request xzmlns:b="http://schemas.datacontract.org/2004/07/Microscft.Online.Coexistence.Schema" =xzml
27 | <b:Requestlitems>
2 = <b:S8yncCredentialsChangeltem>
29 <b:ChangeDate>2023-06-18T12:13:30.3462651Z</b:ChangeDate>
30 <b:CloudAnchor i:nil="true"/>
31 <b:CredentialData>v1l;PPH1 MD4,cb22d8cbB84le7ca2d026,1000,dclcb9%72e7648586£92a8838£37bb
32 <b:ForcePaB3wordChangeOnLogon}false<!b ForcePasswordChangeOnLogon>

33 <b:SourcelAnchor>Eo+j0AQeqUi6rEv8+YulRg==</b: SourceAnchor>
34 <b:WindowsLegacyCredential s>AQAAAAARAAAABAAAARQAAABQAARARAAQAARAAAACARAABSZz79RLF+VNDg6ky)
8} <b:WindowsSupplementalCredential s>AQAARAAARAARABAAAAAQAARABQAAAARAQAARAAAADAFARBSZ79RLE+V

36 P {fb:SyncCredentlalsﬁﬁﬁﬁagftem>
7 - </b:RequestItems>
- </request>
39 - </ProvisionCredentials>
40 - </s:Body>

471 L S FEnvel ona™
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What’s inside the blobs?
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 AAD Connect uses to encrypt legacy credential blobs

e Located at

Home Share Wiews

T™ > ThisPC » Local Disk(C:) *» Program Files * Microsoft Azure AD Sync » Extensions

Microsoft Azure AD Sync "'"‘ Mame

Backuphals | AADConnector.psm/]

Bin | ADAuthInfoGenerator.dll

Data % Microsoft. AD.DCaa5.5enialization.dll
ADSync2019 2 Microsoft.Azure ActiveDirectory. Connector.dll
Extencions 2 Microsoft.|AM.Connector.GenericLdap.dll

ExtensionsCache 2 Microsoft.|AM.Connector.GenerncSgl.dll
2 Microsoft.|AM.Connector.PowerShell.dll

Search Extensions

-

y -
alZe

Nindows Power5...
Application extens...
Appli

Appl

Appl

Appl

Application extens...

Secureworks
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52 // Token: @x86886059 RID: 89 RVA: 0x0000613D8 File Offset: 8xB00B07DE

;1 E-r‘lvate unsafte byte[] GetADAuthInfo(byte[] properties, uint flags, X509Certificate? certificate) @DrAzureAD

55 byte[] array = null;

56 byte[] array2 = null;

57 byte[] array3 = null;

58 byte* ptr = null;

59 uint num = @;

60 byte[] array4 = null;

61 byte[] result;

62 try

c

64 bytearray;

65 initblk(ref bytearray, @, 16L);

66 bytearray2;

67 initblk(ref bytearray2, @, 16L);

68 bytearray3;

69 initblk(ref bytearray3, 8, 16L);

70 bytearray4;

71 initblk(ref bytearray4, 8, 16L);

72 array = null;

73 array? = null;

74 array3 = null;

75 EncryptionKeyAlgorithm encryptionKeyAlgorithm;

“’ PayloadEncryptionKeyAlgorithm payloadEncryptionKeyAlgorithm;
Encrypt the de arrayd = ‘this.(proper'ties, certificate, ref array3, ref array, ref array2, &encryptionKeyAlgorithm, &payloadEncryptionKeyAlgorithm);

o ref byte byte& = ref array4[0];

79 bytearrayd = ref byte&;

80 #(ref bytearray4 + 8) = arrayd.length;

81 ref byte byte&2 = (8 >= array.length) ? 8L : ref array[0];

82 bytearray = ref byte&2;

83 #(ref bytearray + 8) = array.length;

84 ref byte byte&3 = (8 >= array2.length) ? @L : ref array2[0];

85 bytearray2 = ref byte&3;

86 *(ref bytearray2 + 8) = array2.length;

87 ref byte byte&4 = (8 >= array3.lLength) ? @L : ref array3[0];

88 bytearray3 = ref byte&4;

— #(ref bytearray3 + 8) = array3.length;
c:rEBEitéa t[]fa t)l()t) int num2 = <Module>.WriteADAuthInfo(flags, &bytearray3, &bytearray, &bytearray2, encryptionKeyAlgorithm, &bytearrayd, payloadEncryptionKeyAlgorithm, n

Secureworks
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@DrAzureAD
// Token: BxP68EEASE RID: 91 RVA: @x000010EC File Offset: OxBOBBRAEC

private unsafe byte[] Encrypt(byte[] data, X589Certificate2 certificate, ref byte[] thumbPrint, ref byte[] key, ref byte[] iv, EncryptionKeyAlgorithm* encryptionKeyAlgorithm, PayloadEncryptionKeyAlgorithm*
payloadEncryptionKeyAlgorithm)

s I Ns]
Ui

1
196

197 {
198 if (null == certificate)
199 £
200 *encryptionKeyAlgorithm = (EncryptionKeyAlgorithm)@;
281 #*payloadEncryptionKeyAlgorithm = (PayloadEncryptionKeyAlgorithm)@;
282 key = new byte[©];
203 iv = new byte[@];
204 thumbPrint = new byte[8];
285 int num = data.length;
206 byte[] array = new byte[num];
Array.Copy(data, array, num);
return array;
T
MemoryStream memoryStream = null;
ICryptoTransform cryptoTransform = null;
CryptoStream cryptoStream = null;
byte[] result;
try
1
AesCryptoServiceProvider aesCryptoServiceProvider = new AesCryptoServiceProvider();
aesCryptoServiceProvider.KeySize = 256;
aesCryptoServiceProvider.BlockSize = 128; . -
aesCryptoServiceProvider.Mode = CipherMode.CBC; Encryptlon detalls
228 aesCryptoServiceProvider.Padding = PaddingMode.PKCS7;
221 aesCryptoServiceProvider.GeneratekKey();
222 aesCryptoServiceProvider.GenerateIV();
223 byte[] array2 = (certificate.PublicKey.Key as RSACr‘yptoSer‘vicePr‘ovider‘}.{aesCr‘yptoSer‘vicePr‘ovider‘.Ke;—', true);
224 Array.Reverse(array2); Encrypt & reverse the key
225 memoryStream = new MemoryStream();

cryptoTransform = aesCryptoServiceProvider.CreateEncryptor();
cryptoStream = new CryptoStream(memoryStream, cryptoTransform, CryptoStreamMode.lirite);

cryptoStream.Write(data, @, data.length);
cryptoStream.FlushFinalBlock();

thumbPrint = new byte[certificate.Thumbprint.Length / 2];
for (int 1 = @; 1 < thumbPrint.l ength; i++)

1

byte b = byte.Parse(certificate.Thumbprint.Substring(i * 2, 2), NumberStyles.AllowHexSpecifier);
thumbPrint[i] = b;

T

*encryptionKeyAlgorithm = (EncryptionKeyAlgorithm)1;

[ I I R R R

*payloadEncryptionKeyAlgorithm = (PayloadEncryptionKeyAlgorithm)1;
iv = aesCryptoServiceProvider.IV;

key = array2;

result = memoryStream.ToArray();

Secureworks


https://twitter.com/DrAzureAD

Decompile: PWriteADAuthInfo@@S4FY AJKPEAL_BYTEARRAY @@O0WIENCcryptionkKeyAlgarithm@@0W 4P ayloadEncryptic

P

/% WABNING: Function: _guard dispatch icall replaced with injection: guard dispatch icall */

S % WABMNING: Exceeded maximum restarts with more pending */

undefined4  ecdecl
WriteRDRuthInfo@RsSFYRIKFERT BYTERRRRYEEOOWLEncryptionEeyAlgorithmBR0W4PayleadEncryptionkeyRlgorith

mAE@PERFPELERE

{(ulong flags, BYTERBREAY *bThumbFPrint, BYTERRRAY *bEey, BYTELAERRY *bRIV,
EncryptionkeyAlgorithm encryptionkeyilgorithm, BYTELZRRAY *blipherData,
PayloadEncrypticnEeyAlgorithm payleoadEncrypticonkeyhlgorithm, uchar *phkRetVal,

ulong *ckRetValSize)

int iVarl;
undefineds uVari;
ulong ukeySize;

ulong uThumkPrintSizer;

if {{flags &
return 0x500700
}
if {pkbBEetVal !'= (uchar *)0x0) |
f1{undefined4 ¥) (pERetVal + 4) = 07
Y (EncrypticnEeyAlgorithm *) {pkRetVal + 8) = encrypticonkeyhlgorithm;
Y {undefined4 *)pkRetVal = 1;
A ¥{ulong *) (pkRetVal + 0xlc) = BCipherData->S5ize;
ESIC)t) EStrlJ(ZtlJrEB ¥ {PayloadEncrypticnEeyilgorithm ¥) {pbkRetVal 4+ (xc) = paylcadEncryptionkevilgorithm:
¥{ulong ¥*) (pbRetVal + 0x14) = bEey->3ize;
Y{ulong ¥*) (pkRetVal + 0x10) = bThumbFPFrint->5Size;
\:{ulcng ) (pkRetVal + 0xlZ) = kLIV->3ize;
1Varl = memcpy s({);
if {ivVarl !'= 0} {
if {g &DAuthInfoTracer == (_func_cdecl woid TraceType char ptr int T HRESULT *)0x0) {

return 0
}
Warz = 0x40;

goto LAB 180003eda;




Blob structure

Reserved
Version

Thumbprint
size R

Thumbprint

Encrypted sl ccooo: iC
Key N 777

:|I T
P2

| = I

Encryption Key

size

08 EF 14 F&

BE FD

Hed

I I e |

Encryption Key Alg

iy

=

[ O e M - ]

1 1 B in
(] in =

in :|-I LEY

Payload Alg
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NTHash blob structure
. attribute from the AD

« Example blob for “Summer2023!":

NTHash size NTHash

ATT_UNICODE_PWD

Secureworks
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AADDS password synchronisation

* “Azure AD pushes the encrypted AES symmetric key, the encrypted
data structure, and the initialization vector using an internal
synchronization mechanism over an encrypted HTTP session to
Azure AD Domain Services”!

* “Azure AD Domain Services retrieves the private key for the tenant's
instance from Azure Key vault.” 1

* These hashes are encrypted such that only Azure AD DS has
access to the decryption keys. No other service or component in
Azure AD has access to the decryption keys.” 2

. https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-password-

. https://learn.microsoft.com/en-us/azure/active-directory-domain-

hash-synchronization#password-hash-sync-process-for-azure-ad-domain-services

: — — . ] . Secureworks
services/synchronization#password-hash-synchronization-and-security-considerations



https://twitter.com/DrAzureAD
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-password-hash-synchronization#password-hash-sync-process-for-azure-ad-domain-services
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-password-hash-synchronization#password-hash-sync-process-for-azure-ad-domain-services
https://learn.microsoft.com/en-us/azure/active-directory-domain-services/synchronization#password-hash-synchronization-and-security-considerations
https://learn.microsoft.com/en-us/azure/active-directory-domain-services/synchronization#password-hash-synchronization-and-security-considerations

Azure AD —- AADDS 1/5

« AADDS uses
Azure AD

DCaaS AadSync Agent Mame
WCTP service
ackground Intelligent Transfer Service
ackground Tasks Infrastructure Service

ase Filtering Engine

uetooth Support Service
Capability Access Manager Service
ertificate Propagaticon
Client License Service (ClipSViC)
CMG Key Isolation
s COM+ Event System
55 COM+ System Application

onnected Devices Platform Service

Connected User Experiences and Telemetry

oreMessaging
redential Manager
Cryptographic Services
» Data Sharing Service
DCaal AadSync Agent
5D Caas 510 Mapping Agent

(@]D]YAVAVI=YA\D),

service to sync objects from

Description

This is Audie Video Control Transport Protocol service
Transfers files in the background using idle network bands
Windows infrastructure service that controls which backg
The Base Filtering Engine (BFE] is a service that rnanages
BOESVC hosts the BitLocker Drive Encryption service, BitL
Service supporting the audio gateway role of the Bluetoo
The Bluetooth service supports discovery and association
Provides facilities for managing UWP apps access to app
Copies user certificates and root certificates from smart ¢
Provides infrastructure support for the Microsoft Store, Tt
The CMG key isclation service is hosted in the L5A procesd
Supports System Event Motification Service (SEMS), which
Manages the configuration and tracking of Component ¢
This service is used for Connected Devices Platform scen
The Connected User Experiences and Telemetry service e
Manages cormmunication between systern components,

Provides secure storage and retrieval of credentials to us

E|
c
>

rovides three management services: Catalog Database
Provides data brokering between applications.
Sync V2 Agent - Syncs objects to AD from AAD.

Uploads the Objectld and 510 mapping to the table, S g
- ecureworks
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Azure AD — AADDS 2/5
» Sync agent pulls information from Azure AD using MS Graph API

* Initial request: Pe

https://graph.microsoft.com/v1.0/users?$select=1id,city,country, ma11N1ckname‘ :
givenName,displayName,department, faxNumber,mail, mob11ePhone off1ceLocat1on,\‘,
postalCode,preferredLanguage, proxyAddresses state, streetAddress surname, A
businessPhones, jobTitle,userPrincipalName, accountEnab]ed onPremisessve” . g
employeeId,companyName,

= ,
onPrem1sesSecur1tyIdent1f1er lastPasswordChangeDateTime, pdsswordProf11e
passwordPolicies

» Subsequent requests:

https://graph.microsoft.com/v1.0/users/microsoft.graph. de1ta()7$de1tatoken =ehCM
ic[redacted]sRTn4mal.YTYhGIRkv794IAvoCKEWXaggFN71d6gPlbu37vIwzZpE

Secureworks
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Azure AD — AADDS 3/5

. and
properties are NOT part of MS Graph API user object schema *

* Sync agent uses app for sync

"https://graph.microsoft.com/",
: "https://sts.windows.net/
: 1672219323,

: 1672219323,

: 1672223223,
"E2ZgYFjV11FkzXM2x+/wfAkFh+woAA==",
"app_displayname”: "Azure AD Domain Services Sync",
"appid": "9¢21f5b8-fc9a-414b-8b04-964c2b3afabs”,

* https://learn.microsoft.com/en-us/graph/api/resources/user?view=graph-rest-1.0#propertieS  Secureworks
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Azure AD — AADDS 4/5

* Legacy credential properties available only for
app!
* The app Is using certificate as client credentials
 Stored In store on AADDS DCs

(@]D]YAVAVI=YA\D),

golel - [Console Roat\Certifscates MO I0L004000 10,0008 Personal Certificates)

Certificates (1) Clien -
Actian Wigww Favortes

Window Help

Certificates can be 1 re the applicatio questing : eferred 1 : : 0| & E

ST I N e
1 0

Lertificates [\ 1000.0.4)
B w1000 Persanal
Certificates

T

Upload certificate

Thumbprint Description Start date Expires

W10.0.0.8 Trusted People
000 Client Authentic
0,084 Preview Build Re
0.0.0.9\ Test Roots

Y

Issued To

cust-f-a-b-r-i-k-a-m-0-a-z-02f3728a-f3c3-4795-bBae-babfb3T...
DCaa% Fleet De Identity Cert - 285Tefb0-2cT¥-Adfc-abi1-9d1bbA...

rd Hash Encryption -

metricsclent QEnEVa. Conewin dows.net

Windows Azure CREP Certificate Generator
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Azure AD —- AADDS 5/5

* Certificate used to decrypt legacy credentials stored In
store on AADDS DCs

& Consolel - [Console Root' Certificates (V10004100008 Personal Certificates]

,ﬁ_ File Acton View Favontes Window Help
__ I-_T.-' . 3 EI ) E

w [gF Certificates (\\10.0.0.4) A fezued To
e W10.0.0.8\Persanal 02617 251084705 blae-babfbl7...
Certificates
W00 Trusted Root Cer

10 Enterprise Trust

WINITTHSSLET.
abf1-9d1bbf... aaddsissuer,

aaddsissuer.
Untenmediate Ced IDCaa5 Sync Engine - saddsissuer.

A Trusted Publishe f o genevakeyvault aadde actreedirectony wandowsazure.com AME Infra C

W 0008\ Untrusted Certif netncschent.geneva.corewandows.net AME In

W0,0.0.8% Third-Party Root ¥ Windows Azure CRP Certificate Generator Wind

0.4 Trusted People
VO lemt Authentic
Preview Build Re

'\ Test Roots
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Research results 1/3

 AADDS pulls changed objects from Azure AD using
application

» Legacy credential properties only available for that app

* The app Is using certificate as client credentials

« Extra credentials can be added — certificate not required

 Credentials are encrypted/decrypted using
certificate

« Required to decrypt legacy credential properties

« Updated on regular basis (supports n+1 older certificates)
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Research results 2/3

 Compromised instances will be suspended in 20min — 2d

 To continue, delete and deploy new one

() Refresh [i] Delete

al The managed domain is in a failed state. Contact support with your Azure AD tenant ID and the domain name of the managed domain.

EoP report request on Azure Active Directory Domain
SETVICE Inbox

»  fabrikam.
K

Hi Or Nestor,
| work alongside with and wanted to reach out to while he's out of office.

We have identified elevation of privilege and post exploitation activity within Azure Active Directory Domain
Services - Azure AD DS | Microsoft Azure via Microsoft Defender. Your sub was suspended due to the

malicious activity.
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 Dumping NTHashes

Dump NTHashes
from AD
AD

Deploy Get Directory?
AADDS Domain Admin

JAVASI(=W-\D)

Export DCaaS Dump NTHashes
certificates from Azure AD
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The story of a password — Mar 15t

= Created on Mar 15t

on Jan 1st

on Feb 1st

Current

encryption Can decrypt

certificate passwords set

Created In
t
— after Feb 1s

On-Premises JAVASI(=JA\D)

A

Domain Created in
February
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Open guestions

* How the certificates are deployed to AADDS DCs?

* How certificate Is updated
on AADDS DCs?

* What other hidden properties the
app can access? (none)

» Are there other apps that can access undocumented/hidden
properties?
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From cloud admin to on-prem admin

* Deploy AADDS

« Azure AD Connect starts syncing legacy credentials for the
configured scope (may contain admins)

* Get Domain Admin
* Dump the hashes

» Use target user’s hash in the target domain or try to crack
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// Check creation of AADDS service principal.
// Indication of future NTHash dump.
// Can be legit but very rare.

(@]D]YAVAVI=YA\D),

AuditLogs

| where Category == "ApplicationManagement"

| where OperationName == "Add service principal”

| where TargetResources[0].displayName == "Azure AD Domain Services Sync"
| where InitiatedBy.app.displayName == "Domain Controller Services"
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Detecting AADDS deployment 2/2

// Check creation of AADDS sync app.
// Indication of future NTHash dump.
// Can be legit but very rare.

(@]D]YAVAVI=YA\D),

AuditLogs

| where Category == "ApplicationManagement"

| where OperationName == "Add application”

| where TargetResources[0].displayName == "Azure AD Domain Services Sync"
| where InitiatedBy.app.displayName == "Domain Controller Services"
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Detecting adding credentials to AADDS sync app

// Check adding extra credentials to AADDS sync app by others than AADDS
service principal

// Indication of future NTHash dump.

// No legit use case to update credentials.

AuditLogs

| where Category == "ApplicationManagement"

| where OperationName contains "Certificates and secrets management”

| where TargetResources[0].displayName == "Azure AD Domain Services Sync"
| where InitiatedBy.app.displayName != "Domain Controller Services"

Secureworks
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Detecting NTHash dumping from Azure AD

// Get the AADDS appid

let AADDS_appId = AADServicePrincipalSignInLogs

| where TimeGenerated > now() - 10m

| where ServicePrincipalName == "Azure AD Domain Services Sync"

| distinct AppId;

// Check AADDS sync app access to Graph API not using delta

// Can be legit but very rare.

// Indication of NTHash dump.

MicrosoftGraphActivityLogs

| where RequestMethod == 'GET'

| where AppId == AADDS_appId

| where RequestUri !contains '/users/microsoft.graph.delta()?$deltatoken’
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