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AADInternals

Admin & hacking toolkit for Azure AD & Microsoft 365

Open source:

https://github.com/gerenios/aadinternals

https://aadinternals.com/aadinternals

MITRE ATT&CK
https://attack.mitre.org/software/S0677/

Groups That Use This Software

ID Name References

G0016 APT29 [5]
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‘& | Dr. Nestori Syynimaa @
@DrAzureAD

Prepping demos for my next week @t2_fi talk on #A Thankyou Dr Nestori. is back and will be
following up with you today. | have connected with
Can't wait, it's going to be so much fun!! & him, feel free to let me know if you need any help 3 ill
301 S EOVCKEERCRFSECS Suastiaat i also schedule a quick 20 min meeting with you to
dmin@2myo3 catch up and get your perspective on things. Let me
You don't know your availability :)

Service attacks

Also, can you share some details around your t2 talk
on azure ad Do5? Is it related to a case and can you
share the content?

Sorry, that didn't work

Please go back to and try again :

Thanks. * encteciwonwms  Eri 715 DA
) g _I i :l :II‘.l'.
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Azure Active Directory

* Cloud based Identity and Access Management (IAM) solution

« Used by Microsoft Azure & Microsoft 365 + thousands 3" parties
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@DrAzureAD
Usage statistics

Fortune 500 Finland 500

Has Azure AD Tenant Has Azure AD Tenant 492 98 %

Has federated domains (n=441) Has federated domains (n=492) 160 35 %
Uses Seamless SSO (n=441) Uses Seamless SSO (n=492) 191 39 %

Top Universities (n=2000)

Has Azure AD Tenant

Has federated domains (n=1892)
Uses Seamless SSO (n=1892)

Estonian municipalities (n=79) Finnish municipalities (n=302)
Has Azure AD Tenant Has Azure AD Tenant 301 100 %

Has federated domains (n=67) Has federated domains (n=301) 78 26 %
Uses Seamless SSO (n=67) Uses Seamless SSO (n=301) 94 31%
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Azure AD identities

Represents
organisation
identity

Source: Secureworks Secureworks
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Hybrid Authentication Options

|dentity federation
(ADFS)

‘ Azure Active
v Directory

v

Active Directory
Federation
Services (AD FS)

A

v
Active
Directory

Source: Secureworks

Password-hash
synchronization (PHS) *

‘ Azure Active
v Directory

\4
Azure AD

Connect
PTA agent

A
Active V¥V Active
Directory Directory

* Supports seamless single sign-on

Pass-through
authentication (PTA) *

Azure Active
Directory

&

S
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Certificate Based
Authentication (CBA)

‘ Azure Active
v Directory

‘IIIIIIIIIIIIIIIIIIIII

Certificate
Authority (CA)
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(Hybrid) Cloud Security

On-premises

Cloud

Active Directory
Federation
@ Services (AD FS)

Microsoft 365
Azure AD
Connect v

Azure AD

SQL A
¥V Active Azure services
Directory

Source: Secureworks
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Conditional Access

 Grant / block access based on conditions
 Outside signals:

‘+ . +§Ei+g

User Device Application Location
(client)

Source: Secureworks Secureworks
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Home & Resource tenants

* HOme Tenant = your tenant .

.PUI D/Liveld alternativeSecurityl

User object
(type: user)

e Resource Tenant = tenant

where you are a guest User obiject

(type: guest)

Trust
boundary

N N

Home tenant Resource tenant

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/multi-tenant-user-management-
Introduction#terminoloqy

Source: Secureworks
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Denial of Service (DoS) attack

» “Making a resource unavailable for the purpose it was designed™

« Can cost an organization both time and money

* https://owasp.org/www-community/attacks/Denial of Service
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Azure AD DoS attacks

* Block authentication

* Prevents users from logging in and accessing services

» Exhausting Azure AD quota

* Prevents adding new objects to Azure AD, such as users,
groups, devices, applications, etc.
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Blocking Authentication

* Brute-forcing
* Abusing AAD Connect
» Pass-through Authentication (PTA)
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Brute-forcing

* NO access requirements, affects a single user

« Azure AD smart lockout

By default, locks the account from sign-in attempts for one
minute after 10 failed attempts*

 Settings can be customised with AAD P1 & P2

https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-lockout

* Per AAD instance Secureworks
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@DrAzureAD
Abusing AAD Connect
* Requires local admin permissions to Azure AD Connect server
« Export AAD Connect credentials (like MERCURY?*)
* Reset passwords, affects a single user

By default, all non-admin users (both cloud-only and hybrid)

« Abuse Conditional Access policies (CAPs), affects a single user or
group

« Add user or group to synchronised group that’s blocked

* https://www.microsoft.com/en-us/security/blog/2023/04/07/mercury-and-dev-1084-destructive-attack-on-
hybrid-environment/
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Pass-through Authentication (PTA)

* Requires local admin permissions to PTA server

« Export PTA agent certificate
* Impersonate PTA agent

* Reject authentication requests

Secureworks
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High-level PTA architecture

1. User enters credentials

2. Azure AD creates an authentication request

3. Agent passes credentials to LogonUserW (network logon)

Cloud
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AADInternals: Stealing PTA agent identity

» Export PTA agent certificate Target organization
» Requires local admin cloud On-premises
permissions on server
running PTA agent \‘/ Azure Active I
l y
* Impersonate the PTA agent A
Attacker

’ PTA agent

Secureworks


https://twitter.com/DrAzureAD




Secureworks

Exhausting Azure AD
Quota



(@]D]YAVAVI=YA\D),

Azure AD Quota

* Depends on Azure AD subscription

Subscription Quota
Azure AD Free 50 000

Azure AD Free + verified domain(s) 300 000
Azure AD P1/P2 + justification 500 000

https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-service-limits-restrictions
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Exhausting Azure AD Quota

* Abusing Azure AD Connect
» Cross-tenant synchronisation

* Abusing Bulk Primary Refresh Token (BPRT)

Secureworks
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Abusing AAD Connect

* Requires local admin permissions to Azure AD Connect server
« Export AAD Connect credentials (like MERCURY?*)

* “Synchronise” objects until quota full

Secureworks
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Cross-tenant synchronisation

* To set up, requires Global Admin rights in both tenants

* To exploit, requires admin rights in Home tenant

» Create more users than Resource tenant’s available quota
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Current cycle status Statistics to date

Incremental cycle completed. : L :
Y P ~ View provisioning details
100% complete

Completed: 4/10/2023, 7:49:56 PM

Users Duration: 0.869 seconds

3 7 Steady state achieved: 4/10/2023, 7:49:56 PM

Provisioning interval(fixed): 40 minutes

v View technical information
A\ 6 errors are being retried.

View provisioning logs
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Microsoft Azure L Search resources, services, and docs (G+/) 0
contoso @P

Home > Contoso | Cross-tenant synchronization (Previev Provisioning |og details X
Provisioning Logs

Steps  Troubleshooting & Recommendations Modified Properties Summary

\l/ Download ~~ @ Learn more O Refresh ==

: 1. Import User from Azure Active Directory o
‘ L Identity Name or ID ‘

V' 2. Determine if User is in scope o

Date : Last 24 hours Show dates as: : Local
N . . . .
Date U Identity 3. Match User between Azure Active Directory and Azure Active Directory (target tenant) o
4/11/2023, 6:10:23 AM Display Name test “N 4. Provision User in Azure Active Directory (target tenant) 0

Source |ID b5780a21-99a4

Display Name test guest

4/11/2023, 6:10:23 AM Source ID 8d003101-66dC

Display Name test EntryExportAdd
4/11/2023, 6:10:23 AM s D 04f49340-2320
ource e | Result Failure
Display Name Temp Admi
4/11/2023, 6:10:23 AM Play P Description Failed to create User 'test@ in Azure Active Directory (target

Source |D 6f31ef4f-c15d-2

Display Name synced usel
Source ID 2a07f802-4638- Reportableldentifier test@

Display Name On-Premise
Source ID f9ed77a4-c522-

Display Name svc_aadinte
4/10/2023, 5:51:22 PM Source ID 37b6029a-91e1
Target ID 81064547-6116-

Display Name SO_User3
4/10/2023, 5:51:22 PM Source ID 0f4fe06d-6ed4-
Target ID 99a17688-91e1-

Display Name SO_GA3
4/10/2023, 5:51:22 PM Source ID a2f82996-c8d7-

Target ID ee2d61a2-7fda-
EEEEEEEEEOSOSSSGSeGGSSSSSSESSEEER—SDS————WaaOWS

tenant)
4/11/2023, 6:10:23 AM

4/11/2023, 6:10:23 AM
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Add a user

Review and finish

& Basics

@& Product licenses

@ You have reached the limit for the number of objects your company can create. To create
new objects, such as users and security groups, you will have to delete some existing ones.

& Optional settings

Assigned Settings

@ Finish Review all the info and settings for this user before you finish adding them.

Display and username

test user
testuser(@ .onmicrosoft.com
Edit

Password
Type: Auto-generated
Edit

Product licenses
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PS C:\> $recon = Invoke-AADIntReconAsInsider

Tenant brand: contoso
Tenant name:

Tenant 1d:

Tenant SKU: Premium P1l, Premium P2
Azure AD objects: 300006/450000
Domains: 2 (2 verified)
Non-admin users restricted? False

Users can register apps? True
Directory access restricted? False
Directory sync enabled? true

Global admins: 2

CA policies: 2

MS Partner IDs:

MS Partner DAP enabled? False

MS Partner contracts: 0]

MS Partners: 0]
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Abusing BPRT

 Requires just user permissions &

* Requires permission to join 1+ devices to Azure AD (default)

« Add objects until quota full
« Users ~25/min

* Devices ~90/min

Secureworks
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BPRT??
* Bulk Primary Refresh Token or “Bulk AAD Token”

» Used to enroll multiple devices to Azure AD & Intune

» Created using Windows Configuration Designer (WCD)

 Technically a user object in Azure AD named Package <guid>
» Bypass limitation of 250 AAD resources per non-admin user

* Devices registered using BPRT bypass device registration limit
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Summary

 Azure AD DoS attacks
* Block authentication

« Exchausting Azure AD quota

* To prevent
« Configure Smart Lockout
* Treat all hybrid components as Tier-0
* Think twice before allowing cross-tenant synchronisation

* Do not allow users to join devices to Azure AD
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