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Defenders think in lists. 

Attackers think in graphs. 

As long as this is true, attackers win.

John Lambert (2015)

https://github.com/JohnLaTwC/Shared/blob/master/Defenders%20think%20in%20lists.%20Attackers%20think%20in%20graphs.%20As%2

0long%20as%20this%20is%20true%2C%20attackers%20win.md

https://github.com/JohnLaTwC/Shared/blob/master/Defenders%20think%20in%20lists.%20Attackers%20think%20in%20graphs.%20As%20long%20as%20this%20is%20true%2C%20attackers%20win.md
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Identity federation concepts

• Service Provider (SP)

• Azure AD

• Identity Provider (IdP)

• On-prem AD FS

• Security Token (ST)

• Security Assertion Markup Language (SAML)

• Signed by IdP, trusted by SP

User Azure AD

AD FS

SAML token
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Golden SAML Attack

T1649

• Mitre ATT&CK® Techniques:

• T1649 "Steal or Forge Authentication Certificates"

• T1606.002 "Forge Web Credentials: SAML Tokens"

T1606.002
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AD FS Attack List

Export token 

signing certificate
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AD FS Certificate Options

• Managed – default

• Stored in configuration database, encrypted with DKM 

key (stored in AD)

• Custom

• Stored in certificate store of each AD FS server (or 

HSM)
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Export configuration

AD FS Attack Graph
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AD FS Configuration Storage 
Options

• Windows Internal Database (WID) – default

• Microsoft SQL server
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AD FS Defence Graph
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AD FS Pipe Connection

• Log Name: Microsoft-Windows-
Sysmon/Operational

• Event: 18 (Pipe Connected)

• Entities: User, Host, Pipe, 
Process

• Notes:

• \Microsoft##WID\tsql\query

• \SQLLocal\<InstanceName>

• C:\Windows\ADFS\Microsoft.Identit
yServer.ServiceHost.exe
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AD FS SQL DB Login Auditing

• Log Name: Application

• Event: 18453

• Entities: User, Host

• Notes:

• Integrated authentication

• Client information

• AD FS service account
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AD FS SQL DB Query Auditing

• Log Name: Application

• Event: 33205

• Entities: User, Host, SQL Query

• Notes:

• Create a server audit and database 

audit specification

• Correlate user on other events

• Stack count SQL statements
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AD FS PowerShell Cmdlet

• Log Name: Windows PowerShell

• Event: 800 (Pipeline Execution)

• Entities: Host, Command

• Notes:

• PowerShell v3+

• Command line context

• No user context

• No process context (PID)
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AD FS PowerShell Cmdlet

• Log Name: Microsoft-Windows-
PowerShell/Operational

• Event: 4103 (Pipeline Execution)

• Entities: Host, Process, 
Command, User

• Notes:

• PowerShell v5+

• User and Process (PID) context

• User and Process context can be 
correlated with other events
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AD FS PowerShell Cmdlet

• Log Name: Microsoft-Windows-
PowerShell/Operational

• Event: 4104 (Scriptblock)

• Entities: Host, Command, 
Process

• Notes:

• PowerShell v5+

• Interactive session vs full script

• Global PowerShell Scriptblock 
logging
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Antimalware Scan Interface

AMSI is an application programming interface (API) developed 

by Microsoft that enables developers to opt in to sending 

content to vendor endpoint security agents, regardless of the 

content’s origination, on disk or in memory.

https://redcanary.com/blog/amsi/
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Apps Designed to Send Content to AMSI

• PowerShell: instrumented in System.Management.Automation.dll

• VBScript: instrumented in vbscript.dll

• JScript: instrumented in jscript.dll, jscript9.dll, and jscriptlegacy.dll

• VBA macros in Office documents: instrumented in VBE7.dll

• Excel 4.0 macros: instrumented inexcel.exe and excelcnv.exe

• Exchange Server 2016: instrumented in Microsoft.Exchange.HttpRequestFiltering.dll

• WMI: instrumented in fastprox.dll

• .NET in-memory assembly loads: instrumented in .NET 4.8+ in clr.dll and coreclr.dll

• Volume shadow copy operations: instrumented in VSSVC.exe and swprv.dll

• User Account Control (UAC) elevations: instrumented in consent.exe

https://redcanary.com/blog/amsi/
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Capturing AMSI Events

• Provider: Microsoft-

Antimalware-Scan-Interface

• Steps to capture events:

• logman start AMSITrace -p 

Microsoft-Antimalware-Scan-

Interface Event1 -o 

AMSITrace.etl -ets

• logman stop AMSITrace -ets
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Interpreting AMSI Content

https://gist.github.com/mgraeber-rc/1eb42d3ec9c2f677e70bb14c3b7b5c9c
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PowerShell Scriptblock Logging

• Log Name: Microsoft-Windows-PowerShell/Operational

• Event: 4104



#BHEU @BlackHatEvents@DrAzureAD    @Cyb3rWard0g

PowerShell Strings -> Warning

Add-Type, DllImport, DefineDynamicAssembly, DefineDynamicModule, DefineType, DefineConstructor, CreateType, 

DefineLiteral, DefineEnum, DefineField, ILGenerator, Emit, UnverifiableCodeAttribute, DefinePInvokeMethod, GetTypes, 

GetAssemblies, Methods, Properties, GetConstructor, GetConstructors, GetDefaultMembers, GetEvent, GetEvents, GetField, 

GetFields, GetInterface, GetInterfaceMap, GetInterfaces, GetMember, GetMembers, GetMethod, GetMethods, 

GetNestedType, GetNestedTypes, GetProperties, GetProperty, InvokeMember, MakeArrayType, MakeByRefType, 

MakeGenericType, MakePointerType, DeclaringMethod, DeclaringType, ReflectedType, TypeHandle, TypeInitializer, 

UnderlyingSystemType, InteropServices, Marshal, AllocHGlobal, PtrToStructure, StructureToPtr, FreeHGlobal, IntPtr, 

MemoryStream, DeflateStream, FromBase64String, EncodedCommand, Bypass, ToBase64String, ExpandString, 

GetPowerShell, OpenProcess, VirtualAlloc, VirtualFree, WriteProcessMemory, CreateUserThread, CloseHandle, 

GetDelegateForFunctionPointer, kernel32, CreateThread, memcpy, LoadLibrary, GetModuleHandle, GetProcAddress, 

VirtualProtect, FreeLibrary, ReadProcessMemory, CreateRemoteThread, AdjustTokenPrivileges, WriteByte, WriteInt32, 

OpenThreadToken, PtrToString, ZeroFreeGlobalAllocUnicode, OpenProcessToken, GetTokenInformation, SetThreadToken, 

ImpersonateLoggedOnUser, RevertToSelf, GetLogonSessionData, CreateProcessWithToken, DuplicateTokenEx, 

OpenWindowStation, OpenDesktop, MiniDumpWriteDump, AddSecurityPackage, EnumerateSecurityPackages, 

GetProcessHandle, DangerousGetHandle, CryptoServiceProvider, Cryptography, RijndaelManaged, SHA1Managed, 

CryptoStream, CreateEncryptor, CreateDecryptor, TransformFinalBlock, DeviceIoControl, SetInformationProcess, 

PasswordDeriveBytes, GetAsyncKeyState, GetKeyboardState, GetForegroundWindow, BindingFlags, 

NonPublic, ScriptBlockLogging, LogPipelineExecutionDetails, ProtectedEventLogging

https://redcanary.com/blog/amsi/
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AD FS Sync – Network Port

• Log Name: Microsoft-Windows-

Sysmon/Operational

• Event: 3 (Network Connection)

• Entities: Host, IP, Port

• Notes:

• Http traffic is only used by load 

balancers to probe whether the AD 

FS service is up or not.
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AD FS Sync – Network Port

• Log Name: Security

• Event: 5156

• Entities: Host, IP, Port

• Notes:

• Http traffic is only used by load 

balancers to probe whether the AD 

FS service is up or not.

• Not user context, but not needed.
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AD FS Sync – Authentication

• Log Name: Security

• Event: 412

• Entities: Host, Service

• Notes:

• Join event 412 and 501 from 

AD FS auditing on Instance ID

• Service Model (WCF tracing)

https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/enabling-ad-fs-security-auditing-and-shipping-event-logs-to/ba-p/3610464
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AD FS Sync – Authentication

• Log Name: Security

• Event: 501

• Entities: Host, User

• Notes:

• Join event 412 and 501 from 

AD FS auditing on Instance ID

• Caller Identity -> AD FS 

Service account

https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/enabling-ad-fs-security-auditing-and-shipping-event-logs-to/ba-p/3610464
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AD FS Sync – Authentication

• Log Name: Security

• Event: 4624

• Entities: Host, User

• Notes:

• COMPANY\svc_ADFS$?

• AADInternals signature
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AD FS Sync – Authentication

https://github.com/Gerenios/AADInternals/blob/master/ADFS.ps1#L335-L351
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Additional AD FS Windows Communication 
Foundation (WCF) Logs - AD FS Tracing

Modify Microsoft.IdentityServer.ServiceHost.Exe.Config file

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-r2-and-

2008/ff641696(v=ws.10)#wcf-and-wif-trace-messages
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Capture AD FS WCF Events

• Provider: AD FS Tracing

• Steps to capture events:

• logman start ADFSWCFTrace -p 

"AD FS Tracing" -o 

ADFSTraceWCF.etl -ets

• logman stop ADFSWCFTrace -ets



#BHEU @BlackHatEvents@DrAzureAD    @Cyb3rWard0g

AD FS Tracing – WCF Events

• Provider: AD FS Tracing

• Event: 121 (Connection 

information)

• Entities: Host, IP, Port

• Notes:

• Extract “Remote Endpoint” 

values to identify suspicious 

connections (No AD FS 

related)
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AD FS Tracing – WCF Events

• Provider: AD FS Tracing

• Event: 998

• Notes:

• Client connects to the URL 

http://<adfs server 

name>:80/adfs/services/policyst

oretransfer.

• The actual data being 

exchanged is encrypted during 

transit.
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AD FS Tracing – WCF Events

• Provider: AD FS Tracing

• Event: 121(Received a 

message over a channel)

• Notes:

• Client connects to the URL 

http://<adfs server 

name>:80/adfs/services/policyst

oretransfer.
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AD FS Tracing – WCF Events

• Provider: AD FS Tracing

• Event: 998

• Notes:

• Soap Envelope

• Mozilla/5.0 (Windows NT; 

Windows NT 10.0; en-US) 

WindowsPowerShell/5.1.19041.

1682
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AD FS Tracing – WCF Events

• Provider: AD FS Tracing

• Event: 121 (Services’s

Outgoing SSIP Negotiation)

• Notes:

• Kerberos protocol

• SPN: AD FS Service account
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AD FS Tracing – WCF Events

• Provider: AD FS Tracing

• Event: 121 (SPNEGO SSPI 

negotiation completed)

• Notes:

• Kerberos protocol

• SPN: AD FS Service account
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AD FS Tracing – WCF Events

• Provider: AD FS Tracing

• Event: 121 (Service security 

negotiation completed)

• Notes:

• http://<adfs server 

name>:80/adfs/services/policy

storetransfer
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AD FS Tracing – WCF Events

• Provider: AD FS Tracing

• Event: 121 (Sent a message 

over a channel)
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Mitigation - Windows Firewall

Modify existing inbound rule

Set-NetFirewallRule -DisplayName "AD FS HTTP Services (TCP-
In)" -RemoteAddress <ADFS1 IP address>,<ADFS2 IP Address>

https://www.mandiant.com/resources/blog/abusing-replication-stealing-adfs-secrets-over-the-network

Create new inbound rule

New-NetFirewallRule -DisplayName "Allow ADFS Servers TCP 80" -
Direction Inbound -Action Allow  -Protocol TCP -LocalPort 80 -
RemoteAddress <ADFS1 IP address>,<ADFS2 IP Address>
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AD FS Attack - Defence Graph
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PowerShell Scriptblock Logging

• Log Name: Microsoft-Windows-PowerShell/Operational

• Event: 4104
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Interpreting AMSI Content

https://gist.github.com/mgraeber-rc/1eb42d3ec9c2f677e70bb14c3b7b5c9c
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LDAP Traffic?
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AD FS LDAP – Capture Events

• Provider: Microsoft-Windows-

LDAP-Client

• Steps to capture events:

• logman start LDAPTrace -p " 

Microsoft-Windows-LDAP-Client" 

-o LDAPTrace.etl -ets

• logman stop LDAPTrace -ets
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AD FS LDAP -> AD FS DKM Key
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AD FS Distributed Key Manager 
(DKM) container in AD DC

• Notes:

• Add an entry on the 

system access control list 

(SACL) of the AD object.

• Audit attempts to access 

the securable object

• AD FS service account 

use blends in with normal 

activity.
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AD DC – AD FS DKM Key Access

• Log Name: Security

• Event: 4662

• Entities: User, Host, AD 
Object

• Notes:

• XML representation shows a 
GUID for the AD Object

• Property accessed: 8d3bca50-
1d7e-11d0-a081-00aa006c33ed

• Join 4662 and 4624 on Logon ID

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-adls/7665fd83-e71c-454c-9548-1daf86fd47f1
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Logon + AD FS DKM Key Access
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AD FS LDAP – Capture Events

• Provider: Microsoft-Windows-

LDAP-Client

• Steps to capture events:

• logman start LDAPTrace -p " 

Microsoft-Windows-LDAP-Client" 

-o LDAPTrace.etl -ets

• logman stop LDAPTrace -ets
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AD DC Access via MS-DRSR

• Log Name: Security

• Event: 4662

• Entities: Host, User

• Notes:

• SACL does NOT work here

• Access to the Domain-DNS 
Class object

• Extended Right: 1131f6ad-
9c07-11d1-f79f-
00c04fc2dcd2
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Logon + AD DC - MS-DRSR
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Mitigation – RPC Filtering

Zero Networks – RPC Firewall Project

uuid:e3514235-4b06-11d1-ab04-00c04fc2dcd2 addr:<dc_addr1> action:allow
uuid:e3514235-4b06-11d1-ab04-00c04fc2dcd2 addr:<dc_addr2> action:allow
uuid:e3514235-4b06-11d1-ab04-00c04fc2dcd2 action:block audit:true action:allow
audit:false

MSRPC-to-ATTACK Project (@jsecurity101) – Research Lab Only

rpc
filter
add rule layer=um actiontype=permit
add condition field=if_uuid matchtype=equal data=e3514235-4b06-11d1-ab04-00c04fc2dcd2
add condition field=remote_user_token matchtype=equal data=D:(A;;CC;;;DD)
add filter
add rule layer=um actiontype=block
add condition field=if_uuid matchtype=equal data=e3514235-4b06-11d1-ab04-00c04fc2dcd2
add filter
quit

https://zeronetworks.com/blog/stopping-lateral-movement-via-the-rpc-firewall/

https://github.com/jsecurity101/MSRPC-to-ATTACK/blob/main/documents/MS-DRSR.md
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AD FS attack graph
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AD FS Defence Graph
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AD FS Attack Graph

Sync config

Access config DB

Export using MMC

Certificate

type

Priv key

exportable?

Export using tool

Custom

No

Yes

Access?

Method?

.NET reflection
Local

Key

DCSync

LDAP

.NET reflection

Remote

Access? Method?Config

Remote

Local

Managed

Decrypt 

certificate



#BHEU @BlackHatEvents@DrAzureAD    @Cyb3rWard0g

Defence Notes

• SACL on AD FS Certificate is too noisy

• Auditing DPAPI APIs is too noisy

• Ensure the installed certificates are protected against theft 
(don’t store these on a share on the network) and set a 
calendar reminder to ensure they get renewed before expiring 
(expired certificate breaks federation auth).

• Additionally, we recommend protecting signing keys/certificates 
in a hardware security module (HSM) attached to AD FS.

7
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https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs
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Reduce AD FS Attack Surface
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Additional Defence Notes
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AD FS Attack Graph
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One step in the 
attack sequence!

Export token 
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Even when they 
succeed …

Export token 

signing certificate
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Even when they 
succeed …
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https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs#enable-protection-to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad
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Protecting against GoldenSAML

1. Treat all AD FS servers as Tier-0!

2. Configure Azure AD to reject federated IdP MFA’s1

3. AD FS managed certificates:

• Block port 80 (http) from all except AD FS servers & proxies

• Treat also SQL server as Tier-0!

4. Custom certificates:

• Block port 80 (http) from all except AD FS proxies

• Use HSM
1. https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs#enable-protection-

to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs#enable-protection-to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad
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Takeaways

• Slides and other resources

• https://aka.ms/BHEU2022-ADFS

• Tools

• AADInternals

• ADFSDump (ADFSpoof)

• Mimikatz
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https://aka.ms/BHEU2022-ADFS
https://aadinternals.com/aadinternals
https://github.com/mandiant/ADFSDump
https://github.com/mandiant/ADFSpoof
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Thank you!
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