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Defenders think in lists.
Attackers think in graphs.
As long as this iIs true, attackers win.

John Lambert (2015)

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents


https://github.com/JohnLaTwC/Shared/blob/master/Defenders%20think%20in%20lists.%20Attackers%20think%20in%20graphs.%20As%20long%20as%20this%20is%20true%2C%20attackers%20win.md
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* Introduction

* AD FS attack & defend graphs
 Protecting against GoldenSAML attacks

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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SAML token > Q

« Security Token (ST) User Azure AD

Identity federation concepts

 Service Provider (SP)

. Azure AD
-

(
AD FS

* |dentity Provider (IdP)
* On-prem AD FS

« Security Assertion Markup Language (SAML)
 Signed by IdP, trusted by SP

@DrAzureAD @Cyb3rWardOg = #BHEU @BlackHatEvents
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Golden SAML Attack blackhat

* Mitre ATT&CK® Techniques:

« T1649 "Steal or Forge Authentication Certificates"
* T1606.002 "Forge Web Credentials: SAML Tokens"

%{ T1649 H T1606.002 %

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Attack List blackhat

Q [ Export token
"\ signing certificate

@DrAzureAD @Cyb3rWardOg = #BHEU @BlackHatEvents
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AD FS Certificate Options blackhat

* Managed — default

 Stored In configuration database, encrypted with DKM
key (stored in AD)

e Custom

» Stored In certificate store of each AD FS server (or
HSM)
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@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Configuration Storage blackhat

Options

* Windows Internal Database (WID) — default

* Microsoft SQL server



AD FS Attack Graph

Managed

Certificate
type

Custom

— Config ——> Access? ———> Method?

Key —  Access?

Local
—>
Remote
N\
Vd
Local
N\
7
Remote ?
>  Method? —
—>

Priv key Yes

@DrAzureAD @Cyb3rWardOg

7 exportable?

No

A\

\ 4

Access config DB

.NET reflection

Sync config

.NET reflection

LDAP

DCSync

Export using MMC

Export using tool
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—>  Access config DB

%[ .NET reflection

Remote \(

gl Sync config

Local

— Config ——> Access? ——> Method? —

N— ~——

Local ( _ %
2y Access? 1 NET reflection /
<O
Remote LDAP
Managed ><_ Method? E ~
Certificate DCSync De_C_rypt
type : / certificate
Custom .~ Privkey\__ Yes [ ) \l,

7 \exportable? Export using MMC
\( ) \

Export using tool

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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WID 2008:
\\pipe\MSSQL$MICROSOFT##SSEE\sqgl\query

WID 2012+:
\.\pipe\MICROSOFT##WID\tsqgl\query

Microsoft SQL Server:
\\.\pipe\SQLLocal\<instancename>

ConnectNamedPipe
CallNamedPipe

Access config DB

SELECT ServiceSettingsData FROM
IdentityServerPolicy.ServiceSettings

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Pipe Connection black hat

14| Event Properties - Event 18, Sysmon

 Log Name: Microsoft-Windows-  |gE=nees
Sysmon/Operational

* Event: 18 (Pipe Connected)

« Entities: User, Host, Pipe, e

Log Ma

ProceSS S_ETI_ME: General Details

* Notes:
* \Microsoft##WID\tsgl\query

* \SQLLocal\<InstanceName>

Log Mame: Microsoft-Windows-5Sysmon/Operational
. . . Source: Sys Logged: 12/6/2022 10:35:21 PM
o C :\WI n d OWS\A D F S\ M I C rO S Oft . I d e ntlt Event ID: 18 Task Category: Pipe Connected (rule: PipeEvent)
. Level: Informaticn Keywords:
yS e rve r- S e rVI Ce H OSt . exe User: SYSTEM Computer: ADF501.mssentinel.local

OpCode: Info

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



AD FS SQL DB Login Auditing

* Log Name: Application
* Event: 18453

Entities: User, Host

* Notes:
* Integrated authentication
 Client information

« AD FS service account

@DrAzureAD @Cyb3rWardOg

12| Event Properties - Event 18453, MS5QLSSQLEXPRESS

General  Details

blgc’=k hat
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Legin succeeded for user "ADFS01\wardeqg'. Connection made using Integrated authentication.

[CLIEMT: <local machine=]

Object Explorer * 01X
Connect~ ¥ *¥ (VIS
= @ ADFSO1\SOLEXPRESS (SOL Server 154
= Databases
Systern Databases

PolyBase
Management
%] XEvent Profiler

i Server Properties - ADFS0TY

SOLEXPRESS

Er Script - Help

Server authentication
Ii] Windows Authentication mode

(_) SGL Server and Windows Authentication mode

Login auditing

() Mone

iled logins anly
ccessful logins only

(®) Both failed and successful logins

#BHEU @BlackHatEvents
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AD FS SQL DB Query Auditing Plackhat

{2] Event Properties - Event 33 SOLSSOLEXPRESS
* Log Name: Applicat
O0g Name. ICation
° EV en t . 3 3 2 O 5 session_server_principal_nameADFS0T\wardog
. server_principal_name:ADFS01\wardog

server_principal_sid:010500000000000515000000875897ac4a8c591191 c7e26f4010000
database_principal_name:dbo

[ ]

Entltles User’ HOSt, SQL Query target_server_principal_name:

target_server_principal_sid:
target_database_principal_name:
zerver_instance_nameADFS01VSOLEXPRESS
database_name:AdfsConfigurationV4

e Notes:

5 = T1E' | (] & ] = Y [} 3

object_name:ServiceSettings

Y C re ate a server au d I't and d atabase staternent:SELECT ServiceSettingsData from |dentityServerPolicy. ServiceSettings

I tFi I u E.Er_n:l-efir'|T.=_-|:|_i-r'|f|:|rr'r1;tic- n:
a‘Ud It S peCIfI Ca‘tl on application_name:.Met 5glClient Data Provider
connection_id:E3EAFOCO-EDBC-4729-8EF3-9EFEFDC1403

° CO r re I a.te u Se r O n Oth e r eve ntS data_sensitivity_information:

host_name ADFS01

Event ID:

« Stack count SQL statements

Level:

Usi

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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H[ Access config DB

—> .NET reflection

Local

— Config ——> Access? ——> Method? —

Remote \(

gl Sync config

Local ( _ %
2y Access? 1 NET reflection /
<O
Remote LDAP
Managed ><_ Method? E ~
Certificate DCSync De_C_rypt
type : / certificate
Custom .~ Privkey\__ Yes [ ) \l,

7 \exportable? Export using MMC
\( ) \

Export using tool

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Defence Graph blackhat

Get-AdfsProperties

.NET Reflection

. -
ServiceSettingsData ARIES SIS AN 2l
° Type Class

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS PowerShell Cmdlet blackhat

Jil Event Properties - Event 800, PowerShell (Powershell)

* Log Name: Windows PowerShell s
{4] Event Properties - Event 800, PowerShell (PowerShell)
« Event: 800 (Pipeline Execution)

E n t i t i eS " H OSt CO m m an d nt xmins="http:/ /schemas.microsoft.com/win/2004/08/events/event'>
. y

ro |der N=|r||e "Puwershell"
Q ="0">800</EventlD>

e Notes: T 00600000000~

imeCreated Sy '"feruTlrue—"lezz 12 07T21:54:16.4100454002Z" /=

entRecordID>110592 <

 PowerShell v3+
« Command line context .
: =DetailSequence=1 Detalth}taI—l SequenceNumber 1023

UserIld=ADFSD1\wardog HostName=ConsoleHost
HostVersion=>5.1.17763.2867 Hostld=d160d085-382e-48fe-a4cf-

¢ NO user ConteXt ae8070ad4015 HostApplication=C:\Windows\System32
\WindowsPowerShell\v1.0\powershell.exe
EngineVersion=5.1.17763.2867 Runspaceld=c2e53f6a-4b9d-4174-80f1-
780e9a269f8b Pi ellneld 158 ScriptName= CommandLine=%x = Get-

[ ) ] .

No process context (PID) ADFSPropertics

<Datas Cummandlnvucatmn(Get AdfsProperties): "Get-
AdfsProperties" </Datax
ventDataz

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS PowerShell Cmdlet blackhat

= . . 14| Event Properties - Event 4103, PowerShell (Microsoft-Windows-PowerShell)
* Log Name: Microsoft-Windows-
. General M Event Properties - Event 4103, PowerShell (Microsoft-Windows-PowerShell)
PowerShell/Operational
Comm () Friendly View
( EV e n t - 4103 (P i pel i ne Executi O n) . "http:/ /schemas.microsoft.com/win/2004/08/events/event":
Y <Provider Name="Microsoft-Windows-PowerShell" Guid="{a0c1853b-5c40-

([

Entities: Host, Process,
Command, User

2022-12-07T21:54:16.4250967002" ,
ventRecordID ==
) 60623660-a9932-0001-78b8-55dee709d901}" /=
Execution Proce 1="8480" ThreadID="9112" /=
nnel=Microsoft-Windows-PowerShell/ Operational </Channel=

e Notes:

m

 PowerShell v5+

C
C
-
C
C
-
U

a Name="ContextInfo">Severity = Informational Host Name =
ConsoleHost Host Version = 5.1.17763.2867 Host ID = d160d085-382e-
48fe-adcf-ae8070ad4015 Host Application = C:\Windows\System32

[ ] U d P (P I D) t t \WindowsPowerShell\v1.0\powershell.exe Engine Version =

Ser a'n rocess Con eX Log Mar 5.1.17763.2867 Runspace ID = c2e53f6a-4bod-4174-80f1-
780e9a269f8b Pipeline ID = 158 Command Name = Get-AdfsProperties
Command Type = Cmdlet Script Name = Command Path = Sequence

 User and Process context can be Event e 1024 U ~ ADFSO\srardog Comnected lser = Shall D -

Level: «Data Name="UserData"

CO r re I ated With Oth e r eve ntS User ata l‘-larne:"l?ayload” -Cfm'lmandInvucatiun(Get—AdfsProperties): "Get-

ventDataz=

Source:

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS PowerShell Cmdiet black hat

L O g N am e M I C rOSOft'WI n d OWS = Jil Event F'“J_PE.rtiEs- - Event 4104, PowerShell (Microsoft-Windows-PowerShell)
PowerShell/Operational

() Friendly View (®) XML View

° Even t 4104 (Scrl pthOCk) G sevent x _ "http://schemas.microsoft.c Dmfmn!2Dé4;uafpup|1t5;pup,1tl-

Pro |der Name="Microsoft-Windows-PowerShell" Guid="{a0c1853b-5c40-
4h15 B?GG 3cf1c58f985€|"'

e Entities: Host, Command,
Process

022-12-07T21:54:16.349010800Z" />
eanELordID 36512 </EventRecordID =
° N OteS . <Correlation ActivityID="{60623660-a993-0001-77b8-55dee709d201}" /=
. = -Execution Process "8480" ThreadID="9112" /=
1annel=Microsoft-Windows- PuwerSheII[Dperatmnal fChannel=
mputer=ADFS01.mssentinel.local </Computer=

¢ POWGI’Shell V5+ LHH-Z:' UserlD="S-1-5-21-2895599751-3780742218-645798937-500"

¥ N:lrue—"MessageNumber

* Interactive session vs full script <Dt Nams " MessageTotal

=D :|1':| I‘-l ame —"Scrl ptBIuckld"

* Global PowerShell Scriptblock dd
logging ot

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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Antimalware Scan Interface blackhat

AMSI Is an application programming interface (API) developed
by Microsoft that enables developers to opt in to sending
content to vendor endpoint security agents, regardless of the
content’s origination, on disk or in memory.

https://redcanary.com/blog/amsi/
@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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« PowerShell: instrumented in System.Management.Automation.dll

« VBScript: instrumented in vbscript.dll

« JScript: instrumented in jscript.dll, jscript9.dll, and jscriptlegacy.dll

« VBA macros in Office documents: instrumented in VBE7.d|

« Excel 4.0 macros: instrumented inexcel.exe and excelcnv.exe

« Exchange Server 2016: instrumented in Microsoft.Exchange.HttpRequestFiltering.dll
« \WMI: instrumented in fastprox.dll

 .NET in-memory assembly loads: instrumented in .NET 4.8+ in clr.dll and coreclr.dll
» Volume shadow copy operations: instrumented in VSSVC.exe and swprv.dll

« User Account Control (UAC) elevations: instrumented in consent.exe

https://redcanary.com/blog/amsi/
@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



Capturing AMSI Events blackhat

vent Properties - Event 1101, Scan-Interface

* Provider: Microsoft-
Antimalware-Scan-Interface et i e ot com i 206408 events et

rovider Name="Microsoft- Antimalware-Scan-Interface" Guid="{2a576b87-09a7-520e-c21a-
4942f0271d67}

e Steps to capture events:

 logman start AMSITrace -p

entRecordID

Microsoft-Antimalware-Scan- oraiation Actity>
Interface Eventl -0
AMSITrace.etl -ets

me="session"=0x59 <
Name="scanStatus">2<

- logman stop AMSITrace -ets <t e eppnmerouers!

zData Name="contentname" />

me="hash"=DD10044C507B4D31FO0F92D954A9E27CE1502FEDCB0D47F0OC182D15EF5B22A1
me="contentFiltered"-false ata=

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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Interpreting AMSI Content blackhat
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PS C:\programdata> Get-AmsiEvent AMSITrace.etl | Where-oObject {$_.Content }
ProcessId : 8480
ThreadId : 9112
TimeCreated : 12/7/2022 5:17:20 AM
EN Select Administrater: Windows PowerShell
PS C:\programdata> Get-AmsiEvent AMSITrace.et Where-0Object
.Content } | Select Content
Content

$x = Get-ADFSProperties

fy = $x.GetType().GetProperty('ServiceSettingsData"”, [System.Reflection
.BindingFlags]::Instance ...
$z = $y.Getvalue($x, $null)

PS C:\programdata>

Laystem.ReT 1ecrion.sinaingridags] . :NONrFUDI1C)

Hash : DD10044C507B4D31F0F93D954A9E27CE1502FEDCB047F0C182D15EF5BR22A139A
ContentFiltered : False

https://gist.github.com/mgraeber-rc/1eb42d3ec9c2f677e70bb14c3b7b5¢c9c
@DrAzureAD @Cyb3rWardOg

#BHEU @BlackHatEvents
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PowerShell Scriptblock Logging Plackhat

* Log Name: Microsoft-Windows-PowerShell/Operational

° EV e n t 4 1 04 12| Event Properties - Event 4104, PowerShell (Microsoft-Windows-PowerShell)

File Action

@DrAzureAD @Cyb3rWardOg

| PowerShell

'4—| Admin

i | Operational

| PowerShell-Desireds5t

| PrintService

| PriRescurces-Deploy

| Pregram-Compatibil
| Proximity-Common
| PushMotifications-Pli
| Rdms-UI

| ReadyBoost

| ReF5

| Remotefpp and Desh

| RermoteDesktop
| RernoteDesktopServi

General  Details

Creating Scriptblock text (1 of 1):
Sy = Sx.GetType().GetProperty("ServiceSettingsData”, [System.Reflection.BindingFlags]:Instance -
bor [System.Reflection.BindingFlags]:NenPublic)

ScriptBlock ID: de799f62-5379-40e1-bd48-b95baaa2deld7
Path:

Log Name: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 12/772022 5:4%:47 AM
Event ID: 4104 Task Categony:  Execute a Remote Cornmand
Level: Warning Keywords: Mone
User: ADF501\wardog Computer: ADF501.mssentinel.local
OpCode: On create calls
#BHEU @BlackHatEvents
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PowerShell Strings -> Warning Plackhat

Add-Type, Dllimport, DefineDynamicAssembly, DefineDynamicModule, DefineType, DefineConstructor, CreateType,
DefineLiteral, DefineEnum, DefineField, ILGenerator, Emit, UnverifiableCodeAttribute, DefinePInvokeMethod, GetTypes,
GetAssemblies, Methods, Properties, GetConstructor, GetConstructors, GetDefaultMembers, GetEvent, GetEvents, GetField,
GetFields, Getlnterface, GetinterfaceMap, GetInterfaces, GetMember, GetMembers, GetMethod, GetMethods,

GetNestedType, GetNestedTypes, GetProperties, GELPT0O perty, InvokeMember, MakeArrayType, MakeByRefType,

MakeGenericType, MakePointerType, DeclaringMethod, DeclaringType, ReflectedType, TypeHandle, Typelnitializer,
UnderlyingSystemType, InteropServices, Marshal, AllocHGlobal, PtrToStructure, StructureToPtr, FreeHGlobal, IntPtr,
MemoryStream, DeflateStream, FromBase64String, EncodedCommand, Bypass, ToBase64String, ExpandString,
GetPowerShell, OpenProcess, VirtualAlloc, VirtualFree, WriteProcessMemory, CreateUserThread, CloseHandle,
GetDelegateForFunctionPointer, kernel32, CreateThread, memcpy, LoadLibrary, GetModuleHandle, GetProcAddress,
VirtualProtect, FreeLibrary, ReadProcessMemory, CreateRemoteThread, AdjustTokenPrivileges, WriteByte, WriteInt32,
OpenThreadToken, PtrToString, ZeroFreeGlobalAllocUnicode, OpenProcessToken, GetTokenInformation, SetThreadToken,
ImpersonateLoggedOnUser, RevertToSelf, GetLogonSessionData, CreateProcessWithToken, DuplicateTokenEx,
OpenWindowStation, OpenDesktop, MiniDumpWriteDump, AddSecurityPackage, EnumerateSecurityPackages,
GetProcessHandle, DangerousGetHandle, CryptoServiceProvider, Cryptography, RijndaelManaged, SHA1Managed,
CryptoStream, CreateEncryptor, CreateDecryptor, TransformFinalBlock, DeviceloControl, SetinformationProcess,

PasswordDeriveBytes, GetAsyncKeyState, GetKeyboardState, GetForegroundWindow, BlndlngFIagS,

NonPublic, ScriptBlockLogging, LogPipelineExecutionDetails, ProtectedEventLogging

https://redcanary.com/blog/amsi/
@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Attack Graph blackhat

H[ Access config DB }
Local
— Config —> Access? ]
%[ .NET reflection ]
Remote _
> Sync config
Local ( _ N
Key Access? >L .NET reflection /O
Remote LDAP
Managed ><_ Method? E ~
Certificate DCSync De_C_rypt
type . g certificate
Custom .~ Privkey\__ Yes [ ) \l,

7 \exportable? Export using MMC
Export using tool

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Defence Graph blackhat

Port 80

Network

Port
Filtering

Sync Config

AD FS Policy Store
Transfer WCF Service

mitigation

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



AD FS Sync - Network Port

14| Event Properties - Event 3, Sysmon

 Http traffic is only used by load
balancers to probe whether the AD
FS service is up or not.

@DrAzureAD @Cyb3rWardOg

Log Name: Microsoft-Windows-
Sysmon/Operational

Event: 3 (Network Connection)
Entities: Host, IP, Port

Notes:

General  Detaijls

Metwork connection detected:
RuleMame: -
UtcTime: 2022-12-07 12:15:08.611

Processld: 4

Image: System

User NT AUTHORITY\WSYSTEM
Protocal: top

Initiated: false
Sourcelslpvé: false
Sourcelp: 192.168.2.6
SourceHostname: -
SourcePort: 36697
SourcePortMame; -
Destinaticnlslpve: false
Destinationlp: 192.168.2.5
DestinationHostname; -
DestinationPort: 80
DestinationPortMame: -

blgc’=k hat

EURORE 2022

Log Mame: Microsoft-Windows-5ysmon/Operational

Source: Sysmon
Event ID:

Level: Information
User: SYSTEM

Logged: 12/7/2022 7:15:09 AM
Task Category: Metwork connection detected
Keywords:

Computer: ADFS0N.mssentinellocal

#BHEU @BlackHatEvents
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AD FS Sync - Network Port blackhat

14| Event Properties - Event 5156, Microsoft Windows security auditing.

 Log Name: Security
General  Details
The Windows Filtering Platform has permitted a connection.
« Event: 5156 : *
Application Informaticon:
Process ID:
Application Mame:
o

Entities: Host, IP, Port

Metwork Information:
Direction: Inbound
Source Address; 192.168.2.6

) N - Source Port:
O t e S . Destination Address:
Destination Port:
Protocol:

Filter Information:

 Http traffic is only used by load
balancers to probe whether the AD yerNome " Receve/Accept
. . Layer Bun-Time ID: 7.
FS service Is up or not.

Log Mame: Security
Source: Wicrosoft Windows security  Logged: 2772022 1508 AM

* Not user context, but not needed. icrosoft Windous securty Losged: (2712022 FISGBAM
Event ID: 5156 Task Category:  Filtering Platform Connection

Level: Information Keywords: Audit Success

User: MSA Computer: ADFS01. mssentinel.local

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Sync - Authentication blackhat

° : S .
L O g N am e . eC u rlty 14| Event Properties - Event 412, AD FS Auditing
General Details
 Event: 412
A token of type
htto://schemas. microsoft.com/fus £ feam odel/tokens/SecureConversation’ for relying
nstance D for caller identity.
®

Entities: Host, Service

e Notes:

Log Mame: Security

e Join event 412 and 501 from AD FS Auditing ot oo st oM
AD FS auditing on Instance ID Event ID: 412 Task Category: 3

Level: Information Keywords: Claszic, Audit Success

User COMPANY\svc_ADF5S Computer: ADFS01.mssentinel.local

« Service Model (WCF tracing)

https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/enabling-ad-fs-security-auditing-and-shipping-event-logs-to/ba-p/3610464
@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Sync - Authentication blackhat

12| Event Properties - Event 501, AD FS Auditing

 Log Name: Security
General Detajls
P EV e n t . 50 1 More information for the event entry with Instance |D bb38a%7c-3d69-49ch-abe7-e3ccfaccf4B2,
- There may be more events with the same Instance ID with more information,
Instance D
Y . bb38a%7c-3d69-4%9ch-abev-e3ccfaccfdd2
« Entities: Host, User

e Notes:

e Join event 412 and 501 from
AD FS auditing on Instance ID

) " - Log Mame: Security
Caller Identity -> AD FS 9 I

Source: AD FS Auditing Logged:

S e I’VI ce account Event ID: 501 Task Category: (3)

Information Keywords: Classic, Audit Success

COMPANY Y svc_ADFSS Computer: ADFS01.mssentinel.local

https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/enabling-ad-fs-security-auditing-and-shipping-event-logs-to/ba-p/3610464
@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



0 @
AD FS Sync - Authentication blackhat

" " i W w5 security auditing.
o L N S t fene g urity au g
og Name: Securi
An account was succes .
. Subject: I

¢ EV e n t . 46 24 Security |D: n:
Account Mamg Security IO
Account Dom Account Mame:
Logen 1D: Account Domain:

141 . Legon ID:

® E n t I t I eS . H OSt’ U Ser Logen Information: Linked Logon ID:

Logen Type: Metwork Account Mame: -

Restricted Adm Metwork Account Domain: -

Virtual Accoun Logon GUID: {elc1c204-ff5a-c2ad-4ed5-c9fobla745d3}

Elevated Toker
i N O t eS . Process Information:

Impersonation Level: Process Dk Ond)

Process Mame: -
Mew Lo

Security ID: Network Information:
« COMPANY\svc ADFS$? AccountNamq | \etork nformation:
2 1an Source Network Address:

Source Port:

 AADInternals signature

z Kerberos
Authentica Package: Kerberos
Transited Services: =
Log Mame: ) Package Mame (MTLM cnly):
Source: l B
Eveni |D: 1524 Log Mame: Security
Source: Microsoft Windows security Logged: 12/7/2022 6:14:27 PM
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User RS Computer ADFS01.mssentinel.local

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Sync - Authentication blackhat

. , . 14| Event Properties - Event 4624, Microsoft Windows security auditing.
ADInternals/blob/master

https://github.com/Gerenio

General  Details

Write-Verbose "* Start dumping AD FS configuration from
An account was successfully logged on.

@DrAzureAD @Cyb3rWardOg

# Generate required stuff

$sessionkKey =
$params=@{
hash =
SidString =
UseriName=
UserDisplayName=
UserPrincipalName=
ServerName=
DomainName=
Realm=
ServiceTarget

SessionKey =

}

(New-Guid).ToByteArray()

$Hash

$SID

'svc_ADFS$'
'svc_ADFS$@company.com’
"DC"

"COMPANY™

"COMPANY.COM"
"host/sts.company.com"

$sessionKey

fkerberosTicket = New-KerberosTicket @Params

Subject:
Security 1D
Account Mame:
Account Domain:
Legon ID:

Legon Information:
Logon Type:
Restricted Admin Mode:
Yirtual Account:
Elevated Token:

Impersonation Level:

Mew Logon:
Security 1D
Account Name:
Account Domain:
Logon ID:
Linked Logon |D:
Metwork Account Mame:

Legon GUID:

Log Mame: Security

Source: Microsoft Windows secunty  Logged:

Event ID: 4624
Level: Information
User NS A

https://github.com/Gerenios/AADInternals/blob/master/ADFS.ps1#L.335-L.351

MULL SID

(e

3
Mo
Mo

Identification

COMPAMY \swe_ADFSS
v _ADFSS
COMPANY.COM
Ox3507CAE

(el

MNetwork Account Domain: -
{elc1c204d-ff3a-clald-ded5-c¥fob2arvd5d3)}

12/7/2022 6:14:27 PM
Task Category: Logon
Keywords: Audit Success

Computer: ADFS01.mssentinel.local

#BHEU @BlackHatEvents
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Additional AD FS Windows Communication black hat
Foundation (WCF) Logs - AD FS Tracing EURDPE 2022

Modify Microsoft.IdentityServer.ServiceHost.Exe.Config file

& +

EM - s vew ) Microsoft.IdentityServer.Servicehost.exe.config - Notepad

“ “ 4 > ThisPC » Windows (C] » Windows > ADFS File Edit Format View Help

[ Mame b Date moedified yp <SyStem . diagnOStiCS>
4 Microsoft.|dentityServer. ClaimsUs.dll 11/30/2022 3:20 P pplica < sources >

I Desktop | Microsoft|dentityServer Configuratio... ~ 11/20 20 . . .
& Downloads | MicrosoftdentityServer Deplayment.. 9 3aN <!-- To enable WIF tracing, change the switchValue below to desired trace level
&l Documenis - MeroretidantySanerDeplyment | <l-- Set TraceOutputOptions as comma separated value of the following; ProcessI

=/ Pictures | Microsoft.|dentityServer.Diagnostics.dll 11

SimuLogs 1 MicrosoftdenityServer.Dkrmdl ) 3 <!-- NOTE THAT THE CHANGES TO THIS SECTION REQUIRES SERVICE RESTART TO TAKE EFF

] Microsoft.dentityServer.dll il

I This bC 1 Microsoft dentityServer GenericLdap.l 11 ‘ <source name="Microsoft.IdentityModel" switchValue="Off">
& Network | Microsoft.|dentityServer IdentityMode.. 11 < 1 i St eners >

| Microsoft.IdentityServerManagement... 11

] Microsoft dentityServer Mme Admir.. 1 ‘ <add name="ADFSWiflListener" traceOutputOptions="ProcessId,ThreadId" initial
| Microsoft.IdentityServerMmec.Shared.... 11 M Application &

i Microsoft IdentityServer 11 > Microsoft Cor < / 1 1 St eners>

| Micrasoft IdentityServer NativeResour... 11 M Application e

3t Quick access

*| Microsoft.IdentityServer.Service.dll 11 A Application &

1 MicrosoftldentityServer Servicemal 9/ 4 MOFFe <!-- To enable WCF tracing, change the switchValue below to desired trace level
oS 1 L uncomment the system.servicemodel section below -->
| Microsoft Identi/Server Utitiesdl 71 ‘ cs <source name="System.ServiceModel" switchValue="Off">
) ooyt 1 P <listeners>
] uninstallWiiProvider.mof YA MOFFe <add name="ADFSWcflListener" traceOutputOptions="ProcessId,ThreadId"
</listeners>
</source>
<source name="System.ServiceModel.Messagelogging" switchValue="0Off">
<listeners>
<add name="ADFSWcflListener" traceOutputOptions="ProcessId,ThreadId"
</listeners>
</source>
</sources>
<trace autoflush="true" ></trace>
</system.diagnostics>

90 items 1 item selected 5.30 K

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-r2-and-
@DrAzureAD @Cyb3rWardOg 2008/ff641696(v=ws.10)#wcf-and-wif-trace-messages #BHEU @BlackHatEvents




blgc’zk hat

EURORE 2022

Capture AD FS WCF Events

ADFSTraceWCF MNumber of events: 167

* Provider: AD FS Tracing

Date and Time Source Event ID  Task Category

@DrAzureAD

e Steps to capture events:

 logman start ADFSWCFTrace -p
"AD FS Tracing" -0
ADFSTraceWCF.etl -ets

* logman stop ADFSWCFTrace -ets

@Cyb3rWardOg

i | JInformation
i) Information
Information
(i) Information
'I:I' Verbose
i) Information
Information
Information
Information
Information
Information
Information
Information
“ Verbose
'I:I' Verbose
'IJ' Verbose
“ Verbose
Information
(i) Information

0 PR
0 PR
0 PM
0 PR
0 PR
0 PR
0 PR
0 PR
0 PR
0 PR
0 PR

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

Fa P P [o o o Po Po Pa Do o o P Pa Bo B pa
Fd P Pd Po Pd P P g o g PO Pd Fd P g Pl P
[ - o - A o R o o - o o - - o

2/7/2022 2:07:00 PM
12/7/2022 2:07:00 PM
12/7/2022 2:06:55 PM

AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing
AD F5 Tracing

993
121
121
121
122
993
993
993
121
121
121
993
993

122

Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone

Mone

Mone
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AD FS Tracing - WCF Events

* Provider: AD FS Tracing

« Event: 121 (Connection
Information)

* Entities: Host, IP, Port

* Notes:

» Extract “Remote Endpoint”
values to identify suspicious
connections (No AD FS
related)

@DrAzureAD @Cyb3rWardOg

blgc’=k hat

EURORE 2022

14| Event Properties - Event 121, AD FS Tracing

General Details

Source : System.ServiceModel
Eventld : 262168
Data :
= TraceRecord xmlins=" http iffschemnas.microsoft.com/2004/10/E2ETraceEvent,/TraceRecord"
"Information"= < Traceldentifier> http://msdn.microsoft.com/en-
stem.Sery ||::v.-_‘f'.:1|||j|.-_'|| hanm:l ConnectTolPEndpoint.aspx</Traceldentifier=
- C cription> .J-FIFIDIIH'IEIH
Micros u1't|n:|v.-_-r1t|t,..-v.:r rer.Serny |c:Hn tr_.v.-_- fAppDomain= <Source
Systemn. Servicely 1...:|..-_-| [ har'lr'ln.-_-l- ‘:.-harv.-_-n:IHttpTrar'ls.p--rtl"a1ar1a;n.-_-r_ 8720« /5ource> <ExtendedData
i /Dictionary TraceRecord" >
emoteEndpoint=192.168.2.6:52927

= /Remao ntn:En dpoint> </ExtendedD ata =/TraceRecord=>

Processld : 1236
Threadld : 33

Log Mame:

Source: AD F5 Tracing Logged: 127772022 2:07:00 PM
Event |D: 121 Task Category: Mone

Level: Informaticn Keywords: ADFSWCF

User: MSA Computer: ADF507.mssentinel.local

#BHEU @BlackHatEvents



black hat

EURORE 2022

AD FS Tracing - WCF Events

o Ewvent Properties
i P

AD F5 Tracing

* Provider: AD FS Tracing
* Event: 998

e Notes:

* Client connects to the URL
http://<adfs server
name>.80/adfs/services/policyst
oretransfer.

* The actual data being
exchanged is encrypted during
transit.

@DrAzureAD @Cyb3rWardOg

General Details

vent Properties - Event LD FS Tracing
General Details

) Friendl

ttp:/ /schemas.microsoft.com/ActiveDirectoryFederationServices/2.0/Events">

alEvent=WcfInformationalTraceEven iginalEvent:=
nde
taPagelndex=>
=Source : System.ServiceModel.MessagelLogging EventId : 0 Data :
<MessagelogTraceRecord Time="2022-12-07T14:07:00.6616489-05:00"
Source="TransportReceive" Type="System.ServiceModel.Channels.BufferedMessage"
xmins="http:/ /schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace"
"http:/ /www.w3.0rg/2003/05/soap-envelope”
xmins:a="http:/ /www.w3.0rg/2005/08faddressing">»<s:Header><a:Action
s:mustUnderstand="1">http:/ fschemas.xmlsoap.org/ws/2005/02 /trust/RST/Issue</a:Actid
-2edb-4f03-8417-
ebf1729452cd</a:MessagelD><a:ReplyTo><a:Address>http:/ fwww.w3.org/2005/08/addres
LH LTI GBS G L Ehittp: / / ADFS01.mssentinel local /adfs / services/p
Context="uuid-d1d5c517-81f1-4563-a148-04496220f497"
xmins:t="http:/ /schemas.xmlsoap.org/ws/2005/02/trust"><t:TokenType>http:/ fschemas.
ValueType="http://schemas.xmlsoap.org/ws/2005/02/trust/spnego™
EncodingType="http:/ fdocs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-
message-security-
1.0#Base64Binary" >YIIGIQYGKwYBBQUCoIIGF TCCBnmgMDAuBgkqhkiCOxIBAgQIGCSqGSIb3EgE(
entDataz>

#BHEU @BlackHatEvents
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AD FS Tracing - WCF Events blackhat

EURORE 2022

® P I OVl d er AD FS TraC| N g 2] Event Properties - Event 121, AD FS Tracing

General Details

« Event: 121(Received a
message over a channel)

<TraceRecord

e Notes:

» Client connects to the URL
http://<adfs server
name>.80/adfs/services/policyst ,
oretransfer.

Source: AD F5 Tracing Logged:
Event I1D: 121 Task Category: Mone

Lewvel: Information {eywords: ADFSWCF

User: M/& Computer: ADFS01 . mssentinel.local

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



AD FS Tracing - WCF Events blackhat

* Provider: AD FS Tracing

General Details

e Event: 998

hittp:/ /schemas.microsoft.com/ ActiveDirectoryFederationServices f2.0/Events"=

ntDat
) N O t eS riginalEvent=WcfInformationalTraceEven iginalEvent>
. at: alnde
=0+</DataPagelndex=
=Source : System.ServiceModel.MessagelLogging Eventld : 0 Data :
<MessagelLogTraceRecord Time="2022-12-07T14:07:00.6616489-05:00"
[ S E I p Source="ServicelLevelReceiveRequest"
Oap nve O e Type="System.ServiceModel.Channels.BufferedMessage"
xmlins="http:/ fschemas.microsoft.com/2004/06/ServiceModel/Management/Messal
-Alive</Connection><Content-Length>3506</Content-
. - . Length><Content-Type>application/soap+xml</Content-
g M OZ I I I a/5 . O (WI n d OWS N T Type><Host>adfs01.mssentinel.local</HostERdl Lo a0 o eg Lo [ R 1]
! (Windows NT; Windows NT 10.0; en-US)
o . indowsPowerShell /5.1.19041.1682 < fUser-|
WI n d OWS N T 10 . O e n -— U S) JiietSiWebHeaders> < /HttpRequest><s:Envelope
] xmins:s="http:/ /www.w3.0rg/2003/05/soap-envelope"
- xmins:a="http://www.w3.0rg/2005/08/addressing"><s:Header><a:Action
WI n d OWS P Owe rS h e | |/5 1 1 9 04 1 s:mustUnderstand="1">http:/ /schemas.xmlsoap.org/ws/2005/02/trust/RST/Issue<
e - -2edb-4f03-8417-
ebf1729452cd< /a:MessagelD><a:ReplyTo><a:Address>http:/ fwww.w3.0org/2005/08
1 6 8 2 s:mustUnderstand="1">http:/ /ADFS01.mssentinel.local/adfs/services/policystoretre
Context="uuid-d1d5c517-81f1-4563-a148-04496220f497"
xmins:t="http:/ /schemas.xmlsoap.org/ws/2005/02/trust"><t:TokenType>http:/ /sc
ValueType="http://schemas.xmlsoap.org/ws/2005/02 ftrust/spnego”
EncodingType="http:/ /docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-soap-message-security-
1.0#Baseb4Binary" >YIIGIQYGKwYBBQUCoIIGf TCCBnmgMDAuBgkqhkiCO9xIBAgQIGCSqGS

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



AD FS Tracing - WCF Events

® P r O V i d er : AD FS TraCi n g lﬁ Event Properties - Event 121, AD F5 Tracing

General  Details

Data:
< TraceReco

e Event: 121 (Services'’s

Outgoing SSIP Negotiation)

e Notes:

» Kerberos protocol

« SPN: AD FS Service account

Processid : 1.__.
Threadld : 27

Log Mame:
Source:
Event ID:
Level:

User:

@DrAzureAD @Cyb3rWardOg

"http://schemas.micros

Traceldentifier= htt

tualAuthenticatis
< ExtendedData> <,

ADF5 Tracing
121
Information
MFA

ft.com/ 2004,

Logged:

Task Category:

Keywards:

Computer:

blgc’=k hat

EURORE 2022

0fE2ETracebvent,/ TraceRecord"

12772022 2:07:00 PM
Mone
ADFSWCF

ADFS01 . mssentinel.local

#BHEU @BlackHatEvents



AD FS Tracing - WCF Events

* Provider: AD FS Tracing

* Event: 121 (SPNEGO SSPI
negotiation completed)

e Notes:

» Kerberos protocol

« SPN: AD FS Service account

@DrAzureAD @Cyb3rWardOg

{4 Event Properties - Event 121, AD FS Tracing

General Details

Source: 5
E..u.-_'r'lt|l:|
Data:
’TFEICL-_'F".-_'CIIFIj rr'||r'|=-

Processid :
Threadld : 27

Log Mame:

Source:
Event [0
Level:

User

1

m.ServiceMadel

236

AD FS Tracing
121
Information
MSA

blgc’=k hat

EURORE 2022

=|:hv.:rr'|ar rr'||cr|_|£u1't com,/ 2004/ 10/E2ETracebvent/ TraceRecord"

zdn.microsoft.com/en-

-.-icv.:[*-legn:uti ationCompleted.as raceldentifier>
: AppDomain>

Logged: 127772022 2:077:00 PM
Task Categorny: Mone
Keywords: ADFSWCF

Computer: ADFS01.mszentinel.local

#BHEU @BlackHatEvents



AD FS Tracing - WCF Events

* Provider: AD FS Tracing

« Event: 121 (Service security
negotiation completed)

e Notes:

* http://<adfs server
name>:80/adfs/services/policy
storetransfer

@DrAzureAD @Cyb3rWardOg

blgc’=k hat

EURORE 2022

{4 Event Properties - Event 121, AD FS Tracing

General  Details

Source: .',_,- stern.ServiceModel
Eventid : 458739
Data:

= TraceRecord xmlns="http:/, rch emas. rr'||r.:rn£|_|1't corm,/20 'l i "'.-"'EEETrar:EE'-.-'Eﬂt_-"Trar:EF!.Ec':Irn:I"

n.:rr.:nptlur = AppDomain=
Microsoft, ||:| ExtendedData

xmlns="http://

= /MegetiationTokenAuthenticator= < AuthenticatorListenUri=
hittp://adfs.mssentinel.local/adfs/services/ policystoretransfer</AuthenticatorListenbri=
= SecurityContextSecurity Token> « Contextld> urn:uuid:57acdad9-%a24-43f5-b265- 36906942899

= Contextld = < /SecurityContextSecurityToken> = /ExtendedData» = TraceRecord>

Processld: 1236
Threadld : 27

Log Name:

Source: AD F5 Tracing Logged: 12/7/2022 2:07:00 PM
Event ID: 121
Level: Information Keywords: ADFSWCF

User: M/A

Task Categony: Mone

Computer: ADFS0T.mssentinellocal

#BHEU @BlackHatEvents
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AD FS Tracing - WCF Events blackhat

EURORE 2022

° F) rov | d er: AD FS TraCI N g 1] Event Properties - Event 121, AD FS Tracing

« Event: 121 (Sent a message [IEraiasiis
over a channel) T

5 ! ( /MessageTraceRecord"= <
<Encoder=applicatio 5 f oder= <A 'I']utputE'atchlr'lg > False
IInw'ul']utputE‘atchlnn I i 13 -:Mp'l rr'|u=tUr1|:|v.:r=tar'|n:|_

! an:h:lr:::mn un:l:v.:'l’rccﬂc
ssagv.-_-Hv.-_-an:Iv.-_-r /ExtendedData> < /TraceRecord>

Processld : 12
Threadld : 27

Log Mame:
Source: AD F5 Tracing Logged: 12/7/2022 2:07:00 PM
Event ID: 121 Task Category: Mone

Information K. = ADFSWCF

MSA Computer: ADFS01.mssentinel.local

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



PERRpT : : blaekhat
Mitigation - Windows Firewall Plackhat

Modify existing inbound rule

Set-NetFirewallRule -DisplayName "AD FS HTTP Services (TCP-
In)" -RemoteAddress <ADFS1 IP address>,<ADFS2 IP Address>

Create new inbound rule

New-NetFirewallRule -DisplayName "Allow ADFS Servers TCP 80" -
Direction Inbound -Action Allow -Protocol TCP -LocalPort 80 -
RemoteAddress <ADFS1 IP address>,<ADFS2 IP Address>

https://www.mandiant.com/resources/blog/abusing-replication-stealing-adfs-secrets-over-the-network
@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Attack Graph blackhat

Config > Export configuration

f Decrypt
Key > Ty
L Sxport key certificate
Managed
Custom
Certificate \( - ] .
type g Export certificate ] N

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



AD FS Attack - Defence Graph b.a‘.?,khat@

EURORE 2022

mitigation

attack path

attack path

1
ttack path
attackpah Network

Port
Filtering

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



AD FS Attack Graph

H[

blgc’=k hat

EURORE 2022

— N— —

)¢

Access config DB
Local
— Config
%[ .NET reflection
Remote ( _
>L Sync config
Local .
Key —>  Access? > .NET reflection
Remote LDAP
Managed > Method? \
Certificate DCSync
type N
Custom .~ Privkey\__ Yes 1 )

Export using MMC

7 \exportable?
.
No 1

Export using tool

@DrAzureAD @Cyb3rWardOg

0

[

Decrypt
certificate

|

#BHEU @BlackHatEvents



AD Fs Defense Export configuration b|£¢’;khat

EURORPE 2022
“ AD FS Service Settings

Class: AdministrationServiceState
Method: UseGivenConfiguration

Export key

y
.NET reflection

Class: AdministrationServiceState
Field: state

AdministrationServiceState

Class: AdministrationServiceState
Field: certificateProtector

-—+ DkmDataProtector

Class: DkmDataProtector
Field: dkm

Dkm GroupKey

@DrAzureAD @Cyb3rWardOg Method: EnumerateKeys

rents




PowerShell Scriptblock Logging

blg:k hat

EURORE 2022

* Log Name: Microsoft-Windows-PowerShell/Operational

e Event: 4104

1| Event Viewer

File
= =

L

Action

View Help

allzal{ll 7 Mio:

| PowerShell

T| Adrmin

2| Analytic
i=| Debug

—| Operaticnal

| PowerShell-DesiredStateConfigur
| PrimaryMetworklcon

| PrintERM

| PrintService

| PrintService-USEMon

| PriResources-Deployment

| ProcessStateManager

| Program-Compatibiliby-Assistant
| Proximity-Common

@DrAzureAD @Cyb3rWardOg

JA'| Event Properties - Event 4104, PowerShell (Microsoft-Windows-Powershell)

General Details

Creating Script
SuseGivenConf

ScriptBlock 1D:
Path:

Log Name:
Source:
Event |D:
Level:

User

11'| Event Properties - Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Detai

Creating Scrij
SstatefField =
bor [Reflectio

ScriptBleck |0
Path:

Log Mame:
Source:
Event ID:
Level:

Uzer

ﬁ| Event Properties - Event 4104, PowerShell (Microsoft-Windows-Powershell)

General Details

Creating Scriptblock text (1 of 1):
ScertificateProtectorField = SadministrationServiceState. GetField(”_certificateProtectar”,
[Reflection.BindingFlags]::Instance -bor [Reflection.BindingFlags]::NonPublic)

ScriptBlock 1D: 75333c01-42fb-4d95-9215-0beb96ee5c79
Path:

Log Mame: Microsoft-Windows-Powershell/{Operational
PowerShell (Microsoft-Wind Logged:

4104
Warning

MSSENTINEL\adfsadmind

12/7/2022 7:19:35 PM
Task Category: Execute a Remote Command

Keywords:
Computer:

Source:
Event D
Maone

ADFSIN mssentinel.local

Level:

User

#BHEU @BlackHatEvents
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Interpreting AMSI Content ackhat

E¥ Administrator: Windows PowerShell

PS C:\programdata> Get-AmsiEvent .\AMSITraceADFSDKMKey.etl | Where-Object {$ .Content } | Select Content

$ServiceProperties = Get-ADFSProperties

$ServiceSettingsDataProperty = $ServiceProperties.GetType().GetProperty("ServiceSettingsData", [System.Reflection.Bindingf

stance -bor [System.Reflection.BindingFlags]::NonPublic)

$ServiceSettingsDataPropertyVvalue = $ServiceSettingsDataProperty.GetValue($ServiceProperties, $null)

$adfsService = get-wmiobject -query 'select * from win32 service where name="adfssrv"'

@f{...

$adfsDirectory = (get-item $adfsService.PathName).Directory.FullName

$msIdentityServerServiceDLLPath = Join-Path -Path $adfsDirectory -ChildPath 'Microsoft.IdentityServer.Service.dll’
[Environment]::0SVersion.Version

$global:?

$peBytes = [I0.File]::ReadAllBytes($msIdentityServerServiceDLLPath)

$msIdentityServerServiceAssembly = [Reflection.Assembly]::Load($PEBytes)

$administrationServiceState = $msIdentityServerServiceAssembly.GetType('Microsoft.IdentityServer.Service.Configuration.Admi

nServiceState')
[Environment]::0SVersion.Version

$global:?

$useGivenConfig = $administrationServiceState.GetMethod('UseGivenConfiguration')

$useGivenConfig.invoke($null, $ServiceSettingsDataPropertyvalue)

https://gist.github.com/mgraeber-rc/1eb42d3ec9c2f677e70bb14c3b7b5¢c9c
@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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LDAP Traffic? blackhat

& Capturing from Ethemet - ] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help PS C- >
D s .

S RN S C:\> SEnumeratekeyMethod = $dkmIDKFieldv. .gettype() .getmethod("Enumeratekeys"

o [Ref1ect1on B1nd1ngF1ags]::Instance ' [Ref1ect1on B1nd1ngF1ags] :NonPublic)
e 282 PS C:\> Skey E eyMe .Invoke($dkmIDKFieldvalue, $null)
o PS C:\> $keys

Keyvalue < {185, 250, 3Q. 35...}

KeyType : System.Security.Cryptography.o0id

WhenCreated : 11/30/2022 8:21:58 PM

Guid 1 62374097-0f4d-4c0c-95e1-849818719336

QGroupName  :
e <cyLength 1)
Internet Protocol Version 4, Sr'c; 192.168.2 | 9979 RS 2 4

ol, Src Port: S5€
s Protocol

SASL Buffer Length: 22

SASL Buffer 7 ” . e : e " PS C:\>

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS LDAP - Capture Events Plackhat

El Event Properties - Event 30, LDAP-Client

* Provider: Microsoft-Windows- EESEE
LDAP-CIlent O Friendly View @ XML View

“Provider Name="Microsoft-Windows-LDAP-Client" Guid="{099614a5-

« Steps to capture events: | s

 logman start LDAPTrace -p
Microsoft-Windows-LDAP-Client"
-0 LDAPTrace.etl -ets

soriD="0"

i Iogman Stop LDAPTrace 'etS DFSU1.ITISSEI]tiI‘IE|.|[;CEI|-=::_.-"IZ:DFI'I[.'.II_JtE:r'::=-

ta N:mue ="ScopeOfSearch"=0</
ata Name="SearchFilter": {nh]ectclass—*}
<Data Name="DistinguishedName"=CN=47bf14aa- 4169 42a6-9c79-
4cc0b917cc25,CN=d9fe67c3-7a07-4f0b-8ede-
eall4c8fe380,CN=ADFS,CN=Microsoft,CN=Program
Data, DC—mssentlneI DC—IucaI vatas
<Data N:IFIIE: "AttrlhuteLlst" uh]ectclass
ta Name="ProcessId">0x1ab8</Data=
rentDatax

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS LDAP -> AD FS DKM Key Plackhat

= El Event Properties - Event 30, LDAP-Client
File Action View Help

S| #HE 4 B XKE : | B RETER

General Details

() Friendly View (@ XML View

] Active Directory Users and Computers [DCO1.mssentinelloc|| Name Type Description

| Saved Queries &, 47bf1422-4169-4226-9c79-4c... Contact
v msse”_t”_"al-l':'ca| 2, CryptoPolicy Contact EncryptThenMac - <Event xmins="http:/ fschemas.microsoft.com/win/2004/08/eventsfevent">
| Builtin - <System=
| Computers 47bf14a3-4169-42a6-9c79-4cc0bS17cc25 Properties ? e <Provider Name="Microsoft-Windows-LDAP-Client" Guid="{099614a5-
| Domain Controllers 5dd7-4788-8bc9-e29f43db28fc}" />
| Domainlsers General Address Telephones Organization <EventlD>30</EventlD=
| ForeignSecurityPrincipals Member OF Object Securty Mtribute Editar <\Version=0</Version >
| Keys “level=0</Level=
| LogCollectors Atributes: <Task=0</Task>
| LostAndFound Mttribute Value <Opcode=0</Opcode =
| Managed Service Accounts o crot set> <Keywords>0x8000000000000001 </Keywords >
| Program Data strest ot sets <TimeCreated SystemTime="2022-12-08T01:18:39.493244100Z" />
| Microsoft street Address <not set> <EventRecordID >4 «/EventRecordID >
v [ ADFS subRefs criot set> <Correlation ActivityID="{60623660-a993-0001-dbof-
| d9fefTc3-TalT-40b-Bede-cal14c0fe380 systemPlags eriot set> a1a79f0adoo1}" /=
| Servers telephoneMumber <not set> <Execution ProcessID="6840" ThreadlD="4152" ProcessorlD="0"
| System teletex Temminalldentfier <nat sets KernelTime="44" UserTime="100" /=
| Users telexMumber <not sets <Channel _,."::
| Workstations textEncodedORAddr...  <not set> zComputer=ADFS01.mssentinel.local</Computer=
| MTDS Quotas thumbnailLogo <not sets <Security /=
| TPM Devices </System>
title <not set: - <EventData=
ur <not set <Data Name="ScopeOfSearch"=0</Dataz
userCert <not set> <Data Name="SearchFilter">{objectClass=*)</Data>
<Data Name="DistinguishedName">=CN=47bf14aa-4169-42a6-9c79-
4cc0b917cc25,CN=d9fe67c3-7a07-4f0b-8ede-
eall4c8fe380,CN=ADFS,CN=Microsoft,CN=Program
Data,DC=mssentinel, DC=local</Data=
<Data Name="AttributeList" =objectClass</Data>
<Data Name="ProcessId"=0x1ab8</Data=
=/EventDataz=

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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H[ Access config DB }
— Config ]
%[ .NET reflection ]
J - )
> Sync config
L )
Local ( _ N
N3 g EEREED >L NET reflection lf /:
Remote —> LDAP
Managed >  Method? —
Certificate H[ DCSync } De_C_rypt
type certificate
Custom .~ Privkey\__ Yes [ ) \l,

7 \exportable? Export using MMC
\( ) \

Export using tool

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Distributed Key Manager
(DKM) container in AD DC

e Notes:

« Add an entry on the
system access control list
(SACL) of the AD object.

« Audit attempts to access
the securable object

 AD FS service account
use blends in with normal
activity.

@DrAzureAD @Cyb3rWardOg

=

File

Action  View

Principal:
Type:

Applies to:

Help
J| K

Everyone 5Select a principal
Success

This object only

Permissions:

Properties:

[]Full control

List contents

Read all properties
[[]Write all properties
[]Delete

[]Delete subtree

Read all properties
[JWrite all properties

Read personal information
[Jwrite persenal infermation
Read web information

blg.t’:k hat

EURORE 2022

ify owner
[ ] Al validated writes
[] Create all child objects
[ ] Delete all child objects
[ ] Create ms-net-ieee-80211-GroupPolicy objects
[ ] Delete ms-net-i

[] Create ms-net-i

Delete ms-net-ieee-8023- GroupPolicy objects
p y o)

Read msD5-MNonMembersBL
Read n ObjectReferenceBL
Read msD5-ObjectSoa

] Write msDS-ObjectSoa

Read msDS-0lDTeGrouplinkBl

#BHEU @BlackHatEvents
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E Event Properties - Event 4662, Microsoft Windows security auditing.

* Log Name: Security

« Event: 4662 2.364-Attribute thumbnailPhoto

° Entltles User’ HOSt, AD Article = 02/14/2019 « 2 minutes to read
Object

e Notes:

Picture

cn: Picture
ldapDisplayName: thumbnailPhoto

« XML representation shows a attributeId: 2.16.840.1.113730.3.1.35
GUID for the AD ObjeCt Z:;;::z?sintax: 2.5.5.10

isSingleValued: TRUE

* Property accessed: 8d3bca50- schemaIdGuid:
1d7e-11d0-a081-00aa006c33ed systemOnly: FALSE

searchFlags: @

« Join 4662 and 4624 on Logon ID range oner: 2

rangeUpper: 162400
attributeSecurityGuid: 77b5b886-944a-11d1-aebd-0080f80367C1

</EventDataz
== =/Event=

@DrAzureAD @Cyb3rWardOg https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-adls/7665fd83-e71c-454c-9548-1daf86fd47f1 #BHEU @BlackHatEvents
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12| Event Properties - Event 4624, Microsoft Windows security auditing.

i3] Event Properties - Event 4662, Microsoft Windows security auditing.
4 y 4

General  Details
General Details

An account was successfully logged on.

Subject: An operation was performed on an object.

Security 1D: MULL SID
Account Name: -

A i Subject:

cooun amain: - = . E

Logon ID: 00 Security D MSSENTI.NEL‘aadfsadmmE
Account Name: adfsadmin2

Logon Information: Account Domain: MSSENTIMEL

Logon Type: 3 Logon ID: (215084
Restricted Admin Mode: -

Virtual Account: Mo .
Elevated Token: Yes Gh.l ect:

Object Server: D5

Impersonation Level: Impersonation Object Type: contact

Mew Logore Object Mame: CMN=47Tbf14aa-416%-42a6-9c79-

gSEICLII'ity 1D MSSENTIMEL\adfsadmin? AccOb9 ?CCESI.CN: dofebic3-Tal7-4H0b-Bede-

Account Mame: adfsadmin2 eal14cBfedd0, CN=ADF5 CM=Microsoft, CM=Program Data, DC=mssentinel DC=local
Account Domain: MSSENTIMNEL.LOCAL Handle I0: OecD

Logon ID: (x8150B4
Linked Logon ID: D0

Network Account Name: - Operation: . .
Metwork Account Domain: - Operation Type: Object Access

Legon GUID: {bece78a7-87b1-f773-81859-fo423fc10691} BArcesses: Read Prclpert_-,.r

Process Information:

Process |0 0D Access Mask: 010

Process Name: - Properties: Read Property

_ [77b5b886-944a-11d1-aebd-0000f30367c1}

Network otommaton: 18d3bca50-1d7e-11d0-a081-002a006c33ed}

e B rece 18216025 {5cb41ed0-Oedc-11d0-a286-002a00304¢2)
Source Port: 51088

Log Mame: Security LDg Name: SECLIrIt_',.f
SiTED Microsoft Windows security Logged: 12/7/2022 8:12:25 PM Source: Microsoft Windows security  Logged: 12772022 %:12:25 PM

Event ID: 4624 Task Category: Logon Event ID: 4662 Task Category: Directory Service Access

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents




AD FS LDAP - Capture Events

* Provider: Microsoft-Windows-
LDAP-Client
e Steps to capture events:

 logman start LDAPTrace -p "
Microsoft-Windows-LDAP-Client"
-0 LDAPTrace.etl -ets

* logman stop LDAPTrace -ets

@DrAzureAD @Cyb3rWardOg

\
v

~IC TTal

= .

<Lsevelil >

blg:k hat
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{4! Event Properties - Event 30, LDAP-Client

General Details

() Friendly View (@ XML View

<Event xmins="http:/ /schemas.microsoft.com/win/2004/08/events/event"'>

der Name="Microsoft-Windows-LDAP-Client" Guid="{099614a5-5dd7-
-e29f43db28fc}" />
<EventiD>30</EventiD>

<Version>0</Version>

<Data Name="ScopeOfSearch">0</Data>

<Data Name="SearchFilter">(objectClass=%*)</Data>

<Data Name="DistinguishedName">CN=d9fe67c3-7a07-4f0b-8e4e-
eall14c8fe380,CN=ADFS,CN=Microsoft, CN=Program
Data,DC=mssentinel, DC=local</Data>

<Data Name="AttributelList">objectClass</Data>

<Data Name="Processld">0x1ab8</Data=>
rentData>

/

ita Name="ScopeOfSearch">0</Data>
<Data Name="SearchFilter">(objectClass=%*)</Data>
<Data Name="DistinguishedName">CN=d9fe67c3-7a07-4f0b-8e4e-
eal14c8fe380,CN=ADFS,CN=Microsoft, CN=Program
Data,DC=mssentinel, DC=local</Data>
<Data Name="AttributeList">objectClass</Data>
ata Name="Processld"'>0x1ab8</Data>
entData>
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AD FS Attack Graph

H[ Access config DB

blgc’=k hat

EURORE 2022

— \__J

Local
— Config
%[ .NET reflection
Remote ( : |
Sync config
Local ( _
Key —>  Access? .NET reflection
Remote LDAP
Managed > Method? *
Certificate z DCSynC

type

Custom Priv key\_ Yes

)¢

AN
7 \exportable?
No

Export using MMC

@DrAzureAD @Cyb3rWardOg

Export using tool

0

[

Decrypt
certificate

|
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IDL_DRSBind

IDL_DRSDomain
Controllerinfo

IDL_DRSGetNC
Changes

IDL_DRSUnbind

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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 Log Name: Security
* Event: 4662

Entities: Host, User

e Notes:
« SACL does NOT work here

 Access to the Domain-DNS
Class object

« Extended Right: 1131f6ad-
9c07-11d1-f79f-
00c04fc2dcd2

@DrAzureAD @Cyb3rWardOg

14l Event Properties - Event 4662, Microsoft Windows security auditing.
14l Event Properties - Event 4662, Microsoft Windows security auditing.
General Details
() Friendly View (® XML View

=Computer=DC01.mssentinel.local </Computer=
=<>eCcur ifl,l ,-" =

) F "SuhjectUserSid"::=-5—1—5—21—4-(]8?91358—2605294?28—2249?16225—
1104 =/Data=

=Data Name="SubjectUserName"=pgustavo</Datax

a Mame="SubjectDomainName">MSSENTINEL </Data>
ata Name="SubjectLogonId"-0xa8e896</Data=

<Data Name="ObjectServer"'>DS</Datax
Data Name="0ObjectType": Dfu{lglgﬁaﬁh 6da0-11d0-afd3-00c04fd930c9} /D

ata Name="ObjectName">%{1f8bb24d-278d-4e81-93a5-fe60fbf700d2} </Data=
a Mame="OperationType"=0bject Access</Datax>
Mame="HandleId"=0x0</Data=
Mame="AccessList": Dfuﬂfn?ﬁﬂﬂ
Mame="AccessMask"=0x100 <

-=:_D=|’r:| Name="Properties": ﬂfuﬂfu?ﬁﬂﬂ {1131fﬁad 9cD7-11d1-f79f-00c04fc2dcd2}

{19195a5b-6da0-11d0-afd3-00c04fd930c9} </Data=
<Data Mame="AdditionalInfo">-</Data=

ata Name="AdditionalInfo2" /=

entDataz=

(RUIRE R RE=N gy L= R L UL FUe LT

M/A Computer: DCO1.mssentinel.local

#BHEU @BlackHatEvents
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Logon + AD DC - MS-DRSR

{2] Event Properties - Event 4624, Microsoft Windows security auditing. ]ﬂ Event Properties - Event 4662, Microsoft Windows security auditing.

General Details 3 | Detail
Enera etails

Subject:

Security 1D
Account Name:
Account Domain:
Logon ID:

Legen Information:

Logon Type:

Restricted Admin Mode:
Virtual Account:
Elevated Token:

Imperscnation Level:

An account was successfully legged on.

MNULL 5ID

00

3

Mo
Yes

Imperscnation

Mew Logomn:

Security 1D:
Account Name:
Account Domain:
Legon 1D:

MSSENTINEL\pgustave

An operation was performed on an object.

Subject :
Security 1D
Account Mame:
Account Domain:
Logon Dk

MSSEMTIMEL pgustave
pgustavo

MSSEMTIMEL

OxABES96

pgustavo
MSSENTINEL.LOCAL
(xABEE0E

LSS R
MNetwork Account Mame:

Logon GUID:
Process Informaticon:

Process ID:
Process Mame:

MNetwork Account Domain:

[Ran)

{6a49269b-8590-30ae-0ade-d45b6f09e193}

00

Metwork Information:
Workstation Mame:
Source Metwork Address:

192.168.2.5

Object Server:
Object Type:
Object Name:
Handle IC:

Operaticn:
Operation Type:
Accesses:

Access Mask:
Properties:

Log Mame: Security

bs

domainDMN5
DC=mssentinel, DC=local
0w

Object Access
Control &Access

Ooc 100
Control &ccess

{1131f6ad-9cl7-11d1-f79-00c04f cdd cd2}
{19195a5b-6dal-11d0-afd3-00c04f 9309}

Source Port: 52166 Source: 1272022 10:18:00 PM

Task Category: Directory Service Access

Microsoft Windows security  Logged:
Event IT: 4662

Level: Information Keywords: Audit Success

Log Mame: Security
Source: Microsoft Windows security Logged: 12/7/2022 10:18:00 PM
Event ID: 4624

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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Zero Networks — RPC Firewall Project

uuid:e3514235-4b06-11d1-ab04-00c04fc2dcd2 addr:<dc_addrl> action:allow
uuid:e3514235-4b06-11d1-ab04-00c04fc2dcd2 addr:<dc_addr2> action:allow
uuid:e3514235-4b06-11d1-ab04-00c04fc2dcd2 action:block audit:true action:allow
audit:false

https://zeronetworks.com/blog/stopping-lateral-movement-via-the-rpc-firewall/

MSRPC-to-ATTACK Project (@jsecurityl01) — Research Lab Only

rpc
filter

add rule layer=um actiontype=permit

add condition field=if uuid matchtype=equal data=e3514235-4b06-11d1-ab04-00c04fc2dcd2
aalél ]E:Iondltlon field=remote_user_token matchtype=equal data=D:(A;;CC;;;DD)

add filter

add rule layer=um actiontype=block

add condition field=if _uuid matchtype=equal data=e3514235-4b06-11d1-ab04-00c04fc2dcd2
add filter
quit

https://github.com/jsecurityl01/MSRPC-to-ATTACK/blob/main/documents/MS-DRSR.md

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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Export Ke
dmasouce POTRSY

mitigation

attack path

RPC

attack path . )
Filtering

attack path
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H[ Access config DB }
Local
— Config ]
%[ .NET reflection ]
Remote ( _ )
Sync config
Local ( _ ) N
2y Access? NET reflection /
\ "1<O
Remote LDAP
Managed ><_ Method? E ~
Certificate DCSync De_C_rypt
type S g certificate
Custom .~ Privkey\__ Yes [ ) \l,

7 \exportable? Export using MMC
\( ) \

Export using tool

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents
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AD FS Attack Graph

H[

blgc’=k hat
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)¢

Access config DB }
Local
— Config ]
%[ .NET reflection ]
Remote ( _ h
Sync config
Local ( _ )
& Access? NET reflection

Remote LDAP

Managed > Method? \ J
Certificate DCSync
type \ y
Custom Privkey  Yes

A\

7 exportable?

Export using MMC

No

Export using tool ]7

@DrAzureAD @Cyb3rWardOg

0

[

Decrypt
certificate

|
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H[
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)¢

Access config DB }
Local
— Config ]
%[ NET reflection ]
Remote ( )
Sync config
Local ( _ h
Key Access? NET reflection

Remote LDAP

Managed ><_ Method? E ~
Certificate DCSync
type \ y
Custom Privkey  Yes
7 exportable? { Export using MMC ]7

No

@DrAzureAD @Cyb3rWardOg

Export using tool

0

[

Decrypt
certificate

|
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« SACL on AD FS Certificate Is too noisy
 Auditing DPAPI APIs is too noisy

* Ensure the installed certificates are protected against theft
(don’t store these on a share on the network) and seta
calendar reminder to ensure they get renewed before expiring
(expired certificate breaks federation auth).

» Additionally, we recommend protecting signing keys/certificates
In a hardware security module (HSM) attached to AD FS.

https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



Reduce AD FS Attack Surface

H[

Accec: cor.ig DB

— Config
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H[

.NE7 refle stion

)
)
)
)

Vs

Symc coiig

N

|\
PN
v Local (
‘ ) Key Access?
a/aa _

NE reflction

'\ DA’

Remote
Managed ><_ Method?

FCSyc

Certificate
type

Custom .~ Privkey\__ Yes

Exporausirgy MMC

J

< ()

[

Decrypt
certificate

7 \exportable?
.
No 1
.

Expa’c us ag tool

oo
—A)

@DrAzureAD @Cyb3rWardOg
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—> Config —

Microsoft Defender
for Endpoint (MDE)

Key —

for Identity (MDI)

Managed

Certificate

type

SRR vicrosot pefencer

Custom

security tool

— Hardware Security Module (HSM)
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Managed

Certificate
type

Custom

— Config ——> Access? ———> Method?

Key —  Access?

Local
—>
Remote
N\
Vd
Local
N\
7
Remote ?
>  Method? —
—>

Priv key Yes

@DrAzureAD @Cyb3rWardOg

7 exportable?

No

A\

\ 4

Access config DB

.NET reflection

Sync config

.NET reflection

LDAP

DCSync

Export using MMC

Export using tool
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0
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One step in the b1 hat
attack sequence! EURDPE 2022

J  Export token 5 @ K/
signing certificate
/\ /I\ Access config DB ———
— Config —> Access? lﬂ Method? {
@ NET reflection =~ ———

Remote

Sync config —————

Local
<o Key —>  Access? .NET reflection —

Remote { LDAP |
Method?
DCSync — Decrypt
certificate
Privkey Yes

exportable? — > Export using MMC ——
—O

|N0

Export using tool ——

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents



Even when they
succeed ...

DN
O,

@DrAzureAD @Cyb3rWardOg

®

— Config —> Access? —> Method?

Managed

Certificate
type
Custom

Export token
signing certificate

Local

Remote

|

Local
<o Key —>  Access?

Access config DB

.NET reflection

Sync config

.NET reflection

Remote { LDAP
Method?
DCSync

Privkey Yes

|N0

exportable? — > Export using MMC

Export using tool

—@

Decrypt
certificate

blgt}zk hat
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N\
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Even when they
succeed ...

Export token ]

signing certificate

IE Access config DB
Local
— Config —> Access? —> Method?

.NET reflection

Remote

Sync config

Local
<O Key —> Access? .NET reflection —
Remote LDAP
Managed Method?
E DCSync

Certificate
type

Custom Privkey Yes

Export using tool ——

@DrAzureAD @Cyb3rWardOg

exportable? — > Export using MMC —— o
| No

Decrypt
certificate

Enable
MFA
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Reject federated

IdP MFA’s

N

Azure AD

https://docs.microsoft.com/en-us/windows-

server/identity/ad-fs/deployment/best-practices-
securing-ad-fs#enable-protection-to-prevent-by-
passing-of-cloud-azure-ad-multi-factor-
authentication-when-federated-with-azure-ad

#BHEU @BlackHatEvents


https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs#enable-protection-to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad

O @
Protecting against GoldenSANML Plackhat
1. Treat all AD FS servers as Tier-0!

2. Configure Azure AD to reject federated |IdP MFA’s?

3. AD FS managed certificates:
* Block port 80 (http) from all except AD FS servers & proxies

* Treat also SQL server as Tier-0!

4. Custom certificates:

* Block port 80 (http) from all except AD FS proxies
* Use HSM

1. https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs#enable-protection-
@DrAzureAD @Cyb3rWardOg to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad #BHEU @BlackHatEvents



https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs#enable-protection-to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad

0 @

Takeaways blackhat
 Slides and other resources

 https://aka.ms/BHEU2022-ADES
* Tools

 AADInternals

« ADESDump (ADESpoof)

* Mimikatz

@DrAzureAD @Cyb3rWardOg #BHEU @BlackHatEvents


https://aka.ms/BHEU2022-ADFS
https://aadinternals.com/aadinternals
https://github.com/mandiant/ADFSDump
https://github.com/mandiant/ADFSpoof

blg.t’:k hat
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Thank you!
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