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About the speaker

Who?

Dr. Nestori Syynimaa

Senior Principal Security Researcher @ Secureworks CTU
Creator of AADInternals toolkit

MVP (Identity & Access, Mobile Device Management), MVR

Contact details
« nsyynimaa@secureworks.com e
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Introduction to
Adversary Emulation



@DrAzureAD

Adversary Emulation

MITRE: “Adversary Emulation is an intelligence driven
discipline that entails researching, modeling, and
executing cyber adversary tactics, techniques, and
procedures (TTPs) to assess and improve
cybersecurity”

Adversary emulation != penetration testing

Secureworks



Pyramid of Pain

@DrAzureAD

A eTough!
* The “cost of change” to

adversaries if an indicatoris ~ Tools eChallenging
blocked

Network/ -
Host Artifacts .Annoymg
Domain Names *SIm ple

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Adversary Emulation sources

I I I E The Center for Threat-Informed Defense

An R&D organization focused on advancing the state of the art and the state of the practice in threat-informed defense.

CT I D (,‘-7 https://ctid.mitre-engenuity.org/ [ ctid@mitre-engenuity.org

https://qithub.com/center-for-threat-informed-defense

Secureworks
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Adversary Emulation Framework

Define the
l Objective \
Conclude the Research
Activity Adversary TTPs

Conduct the
Activity

\ Implement TTPs /

Plan the Activity
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Adversary Emulation Plan

Content depends on the adversary’'s TTPs

Example of APT 3 Emulation Plan:

Phase 2

Compromise
Host

I

Defense DI Privilege
Evasion Iscovery Escalation
Compress

Credential Persistence and Stage
Access

Lateral

Movement
Exfiltrate

Secureworks
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Introduction to
AADInternals



AADInternals 1/2

Admin & hacking toolkit for Azure AD & Microsoft 365

Open source:

https://qgithub.com/gerenios/aadinternals

https://0365blog.com/aadinternals/

@DrAzureAD

is package using PowerShellGet Maore Info
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https://github.com/gerenios/aadinternals
https://o365blog.com/aadinternals/
https://www.powershellgallery.com/packages/AADInternals

@DrAzureAD

AADInternals 2/2

MITRE ATT&CK
https://attack.mitre.org/software/S0677/

Groups That Use This Software

ID Name References

G0016 APT29 [5]

Secureworks
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Two (technical) categories of functionality

“Local”

Do stuff in/fagainst local computer (or other on-
prem computer)

Most functionality in PowerShell

Some functionality required custom/external .dlls

“Cloud”

Do stuff by communicating against cloud services
All functionality in PowerShell

Most functionality requires authentication

@DrAzureAD
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Logical categories of functionality

Tenant information and manipulation Hacking:
Rollout policy functions Identity Federation

Utiliti PTA

s Directory Synchronization
User manipulation ADFS

User MFA manipulation 2[3)50

User manipulation with AD sync API Azure AD Join, MDM & PRT

Exchange Online
SharePoint Online
OneDrive for business
Teams

Client & SARA

Azure

Hybrid Health

Kill chain

DRS (DSinternals)
MS Partner

OneNote

Certificate Based Authentication

Secureworks
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Adversary
emulation
using AADInternals
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Adversary Emulation

Define the
l Objective \
Conclude the Research
Activity Adversary TTPs

Conduct the
Activity

\ Implement TTPs /

Plan the Activity
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Hybrid Authentication Options

|dentity federation Password-hash Pass-through Certificate Based
(AD FS) synchronization (PHS) * authentication (PTA) * Authentication (CBA)

‘ Azure Active ‘ Azure Active ‘ Azure Active ‘ Azure Active
Directory v Directory v Directory v Directory

l l

Active Directory Azure AD
Federation Connect
@ Services (AD FS)

* PTA agent

A
- A
4 . -
Active Active ¥V Active Certificate
Directory Directory Directory Authority (CA)
Secureworks

* Supports seamless single sign-on
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Adversary Emulation

Define the
Obijective

Conclude the Research
Activity Adversary TTPs

Conduct the
Activity

\ Implement TTPs /

Plan the Activity
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Selected TTPs @DrAzureAD

Tactics:
Defense Evasion
Credential Access
Lateral Movement

Techniques:

T1550 Use Alternate Authentication Material
T1552.004 Unsecured Credentials: Private Keys
T1606.002 Forge Web Credentials: SAML Tokens

Procedures:
Forge SAML tokens
Export AD FS signing certificates

Secureworks
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Adversary Emulation
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Objective

onclude the
Activity

esearc
Adversary TTPs

onduct the
Activity

\ Implement TTPs /

Plan the Activity
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Adversary Emulation Plan

Verify by forging
SAML tokens, login
as users, and evade

MFA

Export token- Forge SAML
signing token
certificate

Export certificate
from adfs1 using
available methods

Secureworks
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Adversary Emulation
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; Objective
onclude the esearc
Activity Adversary TTPs

\ Implement TTPs /

onduct the
Activity
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Adversary Emulation
; Objective

Activity Adversary TTPs

onduct the
Activity

\ Implement TTPs
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AD FS attack graph
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Adversary Emulation
Obijective

Activity Adversary TTPs

onduct the
Activity

Implement TTPs
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Recommendations

Use unmanaged certificates
Use Hardware Security Module (HSM)

Block port 80 to AD FS servers from non-AD FS
servers

Monitor AD FS server events
Configure Azure AD to reject federated IdP MFA's?!
Use Pass-through Authentication (PTA)?

. https://docs.microsoft.com/en-us/windows-server/identitv/ad-fs/deplovment/best-practices-securinq-adég@}@%kg
protection-to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad



https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs#enable-protection-to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad

Recent research on PTA

T1552.004: Private Keys
“steal the identity of PTA agent by exporting
the certificate”

T1071.001: Web Protocols
“create an undetectable backdoor”

T1212: Exploitation for Credential Access
“gather credentials”

T1556: Modify Authentication Process
‘log in using invalid passwords”

T1498: Network Denial of Service
“perform denial of service attacks”

@DrAzureAD

THREAT ANALYSIS

Azure Active Directory Pass-
Through Authentication
Flaws

TUESDAY, SEPTEMBER 13, 2022
BY: COUNTER THREAT UNIT RESEARCH TEAM

Updated: September 20, 2022

Pass-through a a0 (PTA) is one of the Azure Active Directory (Azure AD) hybrid identity

authentication methods. ™ s on PTA agents installed on one or more on-premises servers. Azure AD

uses a certificate-based authentic CBA) to identify each agent. In May 2022, Secureworks®

ounter Threat Unit™ (CTU) researchers anaigg how the protocols used by PTA could be exploited. The
breat actors could stedt the identity of the PTA agent by exporting the
certiicate ~gme — asbwith the attacker-controlled PTA
agent to create an Umsdetectable backdoor, allowing threat actors to log in using invalid passworas, gather
credepiiale - oL attacks. Attackers can renew the certificate when
persistence in the BTk for years. A compromised certificate cannot be revoked

by an organization's-ad

esearchers shared their findings with Microsoft on May 10, 2022. Microsoft responded on July 2

that PTA is working as intended and gave no indication of plans to address the reported flaws.

Update: On September 20, Microsoft sent an update about their plans to address these issues.

https://www.secureworks.com/research/azure-active-

directory-pass-through-authentication-flaws

Secureworks
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Recent research on PTA

PoC for PTA exploitation exist

@DrAzureAD

Exploiting Azure AD PTA vulnerabilities:
Creating backdoor and harvesting
credentials

In 13 September 2022, Secureworks published a Threat
Analysis: Azure Active Directory Pass-Through
Authentication Flaws. The vulnerabilities discovered by our
team allows threat actors to gain persistent and undetected

to the target Azure AD tenant.

In this blog post, I'll show how the attack can be conducted using

AADInternals and standalone Windows server.

https://0365blog.com/post/pta/

Secureworks
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What changes?

@DrAzureAD
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eChallenging

etwork/ o A\ .
Host Artifacts nNoying
Domain Names eSim ple

o

AT e T, rivia

Secureworks




@DrAzureAD

Summary

Adversary emulation helps to protect against specific
adversaries that matters to you/your business

Open-source tools (e.g. AADInternals, Mimikatz,..) can be used

to conduct attacks using procedures adversaries are using in
real-life

Before making recommendations, test the alternatives too..

Secureworks
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