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Who?

Dr. Nestori Syynimaa

Senior Principal Security Researcher @ Secureworks CTU
Creator of AADInternals toolkit

MVP (Identity & Access), MVR #70

Contact details

« nsyynimaa@secureworks.com
«  Twitter: @DrAzureAD

« https://linkedin.com/in/nestori
« https://aadinternals.com
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“ Good tip by @D/

Administrators can choose ¢
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about preventing MFA bypass by identity provider

one of the fol owing values

Description

acceptitMfaDoneByFederatedids

following command.
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You can enable protection by setting federatedIdphifaehavia
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@DrAzureAD gave a great talk at ISF Finland Chapter meeting about the
umpovtance of considering the adversary point-of-view in security.
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Introduction to Azure Active Directory (Azure AD)

Microsoft's cloud-based |IAM

Active Azure AD
Di
Used by M365 & Azure & o
thousands of 3 parties ‘ -
Domain Tenant

Multiple authentication options

Usually objects synced from on- User

prem AD (=hybrid identity)
o# f ¥
Group Group
.

Computer )
Device

Secureworks
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Cyber Kill chain

What the adversaries must complete in order to achieve their objectives

Reconnaissance
[ 2
Weaponization
[ 2
Deliver
[ 2
Exploitation
[ 2
Installation
9
Command & Control (C2)
9
Actions on Obijectives

Pre-attack

Attack

Adopted from Lockheed Martin Cyber Kill Chain® framework 7 Secureworks
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Attack paths

Adversaries may use multiple attack vectors

Threat Attack Security Security Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts

& Attack -

-M )
Function
Weakness Control w

* Adopted from OWASP g Secureworks
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OWASP tOp 10 Web 1 Broken Access Control
ApplicatiOn 2 Cryptographic Failures
Security Risks 2021 |,

Injection

4 Insecure Design
5 Security Misconfiguration
6 Vulnerable and Outdated Components
Risks related to 7 |dentification and Authentication Failures
Azure AD identities 8 Software and Data Integrity Failures

9 Security Logging and Monitoring Failures

10 Server-Side Request Forgery

o Secureworks
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Hybrid Authentication Options

|dentity federation Password-hash Pass-through Certificate Based
(ADFS) synchronization (PHS) * authentication (PTA) * Authentication (CBA)

‘ Azure Active ‘ Azure Active Azure Active ‘ Azure Active
Directory v Directory Directory v Directory

&

Actlve Directory
Federation
Serwces (AD FS)

Azure AD
Connect

‘

PTA agent

‘IIIIIIIIIIIIIIIIIIIII

S

A
v . :
Active Active ¥V Active Certificate
Directory Directory Directory Authority (CA)
Secureworks

* Supports seamless single sign-on
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(Hybrid) Cloud Security

On-premises

Cloud

Active Directory
Federation
@ Services (AD FS)

Microsoft 365
Azure AD
Connect v

Azure AD

SQL P §
¥V Active Azure services
Directory

-

Secureworks
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Reconnaissance goals

Enumerate authentication options target organisation Is using
Find valid accounts / domains

Don’t leave traces

Secureworks
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AADInternals

Admin & hacking toolkit for Azure AD & Microsoft 365

Open source:

https://github.com/gerenios/aadinternals

https://aadinternals.com/aadinternals

MITRE ATT&CK
https://attack.mitre.org/software/S0677/

Groups That Use This Software

ID Name References

G0016 APT29 [5]

Secureworks
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AADInternals online OSINT to0|  mesweun socmamnon ws [ s roos

https://aadinternals.com/osint

Gathers basic OSINT information Tenant information

Tenant name/id
Default domain
SSSO & CBA status
Number of domains
Domain names

Domain details (type & STS)

Secureworks
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Basic Azure AD OSINT

Get-AADIntLoginInformation

User/domain login information, including domain type &
Seamless SSO (Desktop SSO)

Get-AADIntTenantID
Azure AD Tenant ID of the given domain
Get-AADIntTenantDomains

List all domains of the tenant of the given domain

Invoke-AADIReconAsOutsider

All of above + DNS records Secureworks
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THREAT ANALYSIS

Azure Active Directory ¢
Exposes Internal Informat]

TUESDAY, APRIL 5, 2022 B
BY UNTER THREAT UNIT RESEARCH TEAM . . » 2 aouoﬁ%

SUMMIT -5, T

Updated: April 12, 2022

Summary

Microsoft Azure Active Directory (Azure AD) is an identity and access manageme
88 percent of Fortune 500 companies as of this publication. This market penetra

lucrative target for threat actors. In the second half of 2021, Secureworks® Coun

organizations. Threat actors frequently use OSINT to perform reconnaissance. CT
several application programming interfaces (APIs) that access internal informatis

uses Azure AD. Collected details included licensing information, mailbox information, and directory

synchronization status.

https://www.secureworks.com/research/azure-active-directory-exposes-internal-information

Secureworks
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Microsoft Support and Recovery Assistant (SaRA)

A tool to help users analyse and fix problems connecting MS cloud
services

SaRA performs checks for the local computer, but also to cloud
using API calls.

The API endpoints used by SaRA allowed extracting certain details
of any user and any tenant {{J

Secureworks
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Diagnostics APl endpoint

POST hftps://api.diagnostic

ics, office, com/vl/analvsis
X=m5=5ara-api-version: schesa-vl
) ) Accept: app 'icat'i-im_.-'jsun; charset=utf-8 -

Content-Type: application/json; cdatasverbose

SaRA DlagnOStICS API authorization: Bearer E':,-'ZICI:;.I'!'.-':JCI'I']I-L'u'l:]-1L{JhbG£'iﬂ1.'FEI..I::IlH‘:IEIr‘lgll:H:IEIL:.'[}'!'-:'-.'[E"."HI'I'EIL:IIpa
User-agent: saraclient
Host: api.diagnostics.office.com
content-Length: 399

y I’ k 3 ;
\ Expect: 100-Ccontinue

— { i
' : "piagnosisInfo”™:
o il L ’ “ARE.EXecutionEnviro™: 5§

"Tenantservicerlan”: "Hiérnsnftuffice“.
Send Analyzerid “correlationid”: “9bb9af51-5704-443d-9d4e-edc769cas5ff”,
|

and Diagnosisinfo "smtpaddress”: TNestorwe

"analyzerId”:

ionlD

Refurn

resultsa

Source: Secureworks Secureworks
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"TenantUserInfa™: |
“IaLicensed”: "Trus®,

"FrovisioningStatus": "Pendinglnput™;

tOffice™, . "
L "Preferredlanguage™: o©

"-::'.. SmtpAddreSS 2-42ck-92al-bcacT wyalidationStatus™: "Healthy®,

! H , . i "RoleasaTrack": "Dogfood"™,
.:I.r:,'::_ nOt Vallda’ted" S051-1FB5521 dak%t User S ||Censes "Licenselnformationa™: "<Licenselnformation><SKUPartHumber>EM

TenantSoftwaralInfa™: |

"OfficeZll6Branchoption™: '
"Office20lEéEnabled™: trus,

"OEfEficeZ0l3IEnabled™: trus,

"DeafaultValuesLoacdaed™ @ g

nid": "3IPESccE-TcIe-4BdB-95£0-480d%9 ¥
"SmtpAddress": “nestorwd s EomT

Tenant Office " oxhchongesbridintors | _—

e = .--. ; ’
CnPrembrganizationRelationShipa®: [].

VerSIOnS "o r-[a.".'.:'..:‘ ionalRelationShipa™: [

“"FresBusyEnabled®™: truae,
sBusyhcceszslevel™: "AvailabilityOnly™,
b trues,

: "ES demo®™,

"Analyzerld™: "fadlaff{b-&3dc-4fel-afdl-baladd4azesfd

"MicrosoftOffice™,

ity™: ™ Jonmicrosoft  comiWVES demo

mcorrelationid™s "b5182b70-boe2-46e2-bl0B-5£49c Internal and 24 b
"SmtpAddreaa™: "neatorw@ « SO :
external 2 "FresBusyEnabled™: trus;

"FreesBusyhoocesalevel™: "LimltedDetalla™,

Exchange trusts “Nema” s “Pareher Ltd",
{ "ITdentitcy®: * conmicrossft..com\\Partner Ltd®

cnEnvire™: 5,

icePlan”™: "MicrosoftDffice"™,

“correlationid": "74e093bl-cad8-4863-b0E8-53dEe Exchange/user

"SmtpAddress "nestorwd s com™ ExchangelUsar™: {

I d I "DisplayName™: "Nestor Wilke™,
"AnalyzerId”™: "90cd40b3f-25la-4bl0%-adbE-5c8d53a086d40 etal S F "FiratHame": "Meator™,
"Guid"™: "TEfcafdb-ccfli-4dbd-84T7c-1933c3BE63904™,

1

"DiagnoaisInfo™: | H 1 1 "Identity®™: "EURPROAADODI . prod.outlock.com/Microscft Exchange
;Client™: "Outl Ok r SynChronlsatlon - ":.':Il'.'l.':"_,.':;-:---i": ':_'I:l::.:ci-"l.- o I ) e .
"ARE.ExecutionEnvira™: : "IsValid®: "Trua®,

"correlationid™: '.'il'lt'.:'--.:.':' 3;';- Dael-4775-0e93-déael Status "LastMame": "Wilke™,

"smtpAddreas®: "neatorwd L oom™

"MicrososftOnlineServices
"Hame": "Neator Wilke"™,
TO™: "100% Ly

MaIIbOX type "TRecipientTypa™: "UserMailbox®, )

“AnalyzerldTi Teafefdae-04ld-dedi-ajub-ciobdailBacs

"RecliplientTypeDetalla™: FilaerMaillbox®™,

b Lo i : "UserPrincipaldame": "nestorwd Loom™,

"Clien 459 "WincdowsEmalilAddress"™: "nestorwd =T

“E.EX 1 MEn 14 5 EXO hybrid "windowsaLiveID™: "nestorw@® ,oom™,

*ocorrelationid®: "beblea%6-300e-4c589-a327-cdael "IsHybridTenant™: "Falas®,

"ImtphddressT: "nestorwd = Eom™ StatUS "Forest"™: “eurprdld.prod.outlook.com”
II ;
Fr
"hnalyzerld™: "999]l&cdZ-Ebci-44cé-b58a-0fbcalTB1a75 i "ExchangeMailbox™

ExchangeCASMallbox™: "Emall connectivity protocol MAPI 13 enable
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Diagnostics APl endpoint fix

HTTP/1.1 401 unauthorized
cache-Control: no-cache

Access to other users’ info denied

- : Microsoft-1I15/10.0
x-controller-peploymentId: afdef3f3agidd3ass853dazad3
ontroller- IHLEEHLPId DlaqnustﬁCEEcurednu1E_IH_E
ontroller-region:

-ecd4854556Fab
Request- - 4 g 7 =be8b-Fc6ae51d37f7
-controller- D ration-In-Ms: *15 002
t-version: 4.0,30319
d-By: ASP.MET
ontrol -Allow-Methods : rET POST ,PUT ,DELETE
ontral-all i
wed, 09 Feb
connection: close
Content-Length: 49

{"Message”:"vou don't have access to given user™}

HTTP/1.1 400 Bad Request

All analyser ids invalidated

g: application/json; charset=utf-8

: Mmicrosoft-IIs/10.0
¥-Contraoller-Deployment afd6f3f3a91d43a5853d93ad36¢c9ar5l
¥-Controller-Instanceld: DiagnosticSecuredrole_IN_2
x¥-Controller-Region: EastUs

Request-Id:

¥-Request-5es
¥-Controller- Durat1un In—
X-ASPHNET-VE
- Purered B

5 GET,POST,PUT ,DELETE
= als: true
11:59:30 GMT

Connection: c105g
Content-Length:

{"Message” :"unknown analyzer id"}

Source: Secureworks Secureworks
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Diagnostics API cloudcheck endpoint

POST https://api.diagnostics.office, com/vl

X-ms-5ara-api-version: schema-vl
: . ACCeprt-Language: en-us
User SaRA DlagnostlcsA Accept: application/json; charset=utf-8

content-Type: application/json;odata=verbose
* User-agent: saraclient
- Authorization: Bearer eyl0exAi0iJKV1QiLCIhbGCi01JSUZIINTISINgldC
\ sarasessionId: laf%efedb-4a2b-4277-bdb9-be76c89f9be7

— - n . P
PR— 7 Host: api.diagnostics.office. com

Use client Content-Length: 649
6 Expect: 100-continue
Send Sympfom
{1 Userupn : Nestorw .com”,“UsersMTPEmail” : "Nesto

and Parameters
Return

Execute
diagnostics

results

Display
results

Source: Secureworks Secureworks
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Diagnostics API cloudcheck endpoint

UserUpn & UserSmtpEmail
not validated..

AffectecUser not validated...

0l

DirSyncCheck not fixed..

analyzerProxyanalyzer

Source: Secureworks
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Diagnostics API cloudcheck endpoint

Synchronization status message Description

Directory Synchronization (or) password Synchronization is enabled Directory synchronization is enabled and working
for your tenant: <redacted> normally

Active Directory Synchronization or Password Synchronization Directory synchronization is not enabled
needs to be enabled for your tenant: <redacted>. This is something
your Office 365 administrator can fix.

Your tenant <redacted> password Synchronization server hasn't Directory synchronization is enabled but has not
successfully synchronized with Office 365 in the last three hours. been successfully synchronized after the listed date
The last time it synced was 9/23/2020.

Your tenant <redacted> directory Synchronization server hasn't Directory synchronization is enabled but has never
successfully synchronized with Office 365 in the last three hours. been successfully synchronized
The last time it synced was 1/1/0001.

Your tenant <redacted> directory synchronization service Directory synchronization is enabled and working
account <redacted>@<redated>.onmicrosoft.com password is normally, but the password of the account used for
expiring in 11 days. This is something your Office 365 administrator synchronization is expiring soon

can fix.

Source: Secureworks Secureworks
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Commerce API

API for partners to get detalls of other MS partners

|.__|.|_ - Ta i b E DR h Tt s Tah ok P — .'_ ~ T =i lll..—- o |.|.I LA T ST .- - T ek Tl nat,
il LA i i L% I I 3 &

..:.:--l.t:.l;:'.-.l':l.'u'_-. .|_' |..|.|.|.l L:L: Illiulnl-l_l-l_l.-l IJI--.'JJ.

Partner status not checked,
returns information for any tenant

Address information

Tenant creator (=Global Admin)
details. Can’t be viewed/changed
in the portal..

Source: Secureworks Secureworks
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DirSyncCheck & Commerce API fixes

Partner Information:

Must be an admin from a partner organisation

The target tenant must be a partner organisation

April 12 update

After this analysis was published on April 5, 2022, Microsoft reassessed the two remaining issues. CTU
researchers verified that these issues have been addressed as of April 12:

e The synchronization status is only visible for user's tenant.
* Only administrators can access the admin API that exposes organizational information. Additionally,
the API does not return the technical contact's name.

Secureworks
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Azure AD adoption/usage statistics

Fortune 500 * Finland 500

Has Azure AD Tenant Has Azure AD Tenant

Has federated domains (n=441) Has federated domains (n=492)
Uses Seamless SSO (n=441) Uses Seamless SSO (n=492)

Top Universities (n=2000) * Finnish municipalities (n=302)
Has Azure AD Tenant 1892 Has Azure AD Tenant

Has federated domains (n=1892) 293 Has federated domains (n=301)
Uses Seamless SSO (n=1892) 258 Uses Seamless SSO (n=301)

* Syynimaa, N. (2022). Exploring Azure Active Directory Attack Surface : Enumerating Authentication Methods with
Open-Source Intelligence Tools. In J. Filipe, M. Smialek, A. Brodsky, & S. Hammoudi (Eds.), ICEIS 2022 : Proceedings
of the 24th International Conference on Enterprise Information Systems : Volume 2 (pp. 142-147). SCITEPRESS
Science And Technology Publications. https://doi.org/10.5220/0011077100003179

Secureworks
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Thank you!

Questions?

Secureworks
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