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• Admin & hacking toolkit for Azure AD & Microsoft 365

• Open source:

• https://github.com/gerenios/aadinternals

• https://aadinternals.com/aadinternals

• MITRE ATT&CK

• https://attack.mitre.org/software/S0677/

AADInternals
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• Introduction to Azure AD

• Insider Threats 😈

• Spoofing Azure AD Sign-ins log

• Modifying Azure AD Conditional Access policies

• Abusing PTA for DoS attacks
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OWASP top 10 Web 
Application 
Security Risks 2021

1 Broken Access Control 

2 Cryptographic Failures

3 Injection 

4 Insecure Design

5 Security Misconfiguration 

6 Vulnerable and Outdated Components 

7 Identification and Authentication Failures 

8 Software and Data Integrity Failures 

9 Security Logging and Monitoring Failures 

10 Server-Side Request Forgery 

Risks related to 

Azure AD identities

Our focus today
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Hybrid Authentication Options

* Supports seamless single sign-on
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Azure ADActive Directory (AD)

The Big Picture
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Spoofing Azure AD 
Sign-ins logs 
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• A robust monitoring for on-prem 
infrastructure

• Helps to maintain reliable 
connection to M365 & Azure AD

• Supports AAD Connect and AD FS 
services

What is Azure AD Connect Health?

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect


• Reports AD FS infrastructure health to Azure AD

• Since March 2021, also log-in events sent to Azure AD!

• Azure AD has multiple sign-in logs:

• SignInLogs

• NonInteractiveUserSignInLogs

• ServicePrincipalSignInLogs

• ManagedIdentitySignInLogs

• ProvisioningLogs

• ADFSSignInLogs

• RiskyUsers

• UserRiskEvents

Hybrid Health agent for AD FS





Protocol details



Service Access Token

• Get Service Access Token from Azure AD:

https://s1.adhybridhealth.azure.com/oauth2/token

• Body:

grant_type=client_credentials&client_secret=<client_secret>&client_id=<tenant_id>_<machine_id>



Get Blob Upload Key

• Get Blob Upload Key from Azure AD:

https://s1.adhybridhealth.azure.com/providers/Microsoft.ADHybridHealthService/ 

monitoringpolicies/<service_id>/keys/BlobUploadKey



• Supported since v0.5.0

Creating fake events with AADInternals



• Original behaviour:

• Azure AD Sign-ins log Request ID was equal to event’s UniqueID

• By sending an existing Request ID as UniqueID replaced the original 
event!

• Current behaviour:

• Request ID is always random

Tampering with sign-in logs



Modifying Azure AD 
Conditional Access 

Policies



• Azure AD portal

• Three APIs:

1. https://graph.microsoft.com/v1.0/identity/
conditionalAccess/policies/

2. https://main.iam.ad.ext.azure.com/api/Policies/

3. https://graph.windows.net/<tenantid>/policies?api-
version=1.61-internal 

How to access Azure AD (CA) policies



Graph API

Metadata

Conditions



Azure IAM API

Metadata

Conditions



Azure AD Graph API Metadata

Conditions



• Functionality to:

• Get AzureAD policies (as a standard user)

• Modify policy details (as an admin) 😈

AADInternals
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Audit Log

@DrAzureAD

• No modified properties shown!
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Abusing PTA for 
DoS Attacks
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High-level PTA architecture
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1. User enters credentials

2. Azure AD creates an authentication request

3. Agent passes credentials to LogonUserW (network logon)
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PTA agent start-up process
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PTA authentication process
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Target organization
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Stealing PTA agent identity

@DrAzureAD

• Since 2022

• Export PTA agent certificate

• Requires local admin 

permissions on server 

running PTA agent

• Impersonate the PTA agent

https://twitter.com/DrAzureAD


PTAAgentDump

@DrAzureAD

• https://github.com/secureworks/PTAAgentDump

• Shows number of active certificates per agent (>1 = IOC)

https://twitter.com/DrAzureAD
https://github.com/secureworks/PTAAgentDump
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