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AADInternals

Admin & hacking toolkit for Azure AD & Microsoft 365

Open source:

https://github.com/gerenios/aadinternals

https://aadinternals.com/aadinternals

MITRE ATT&CK
https://attack.mitre.org/software/S0677/

Groups That Use This Software

ID Name References

G0016 APT29 [5]

Secureworks


https://github.com/gerenios/aadinternals
https://aadinternals.com/aadinternals
https://attack.mitre.org/software/S0677/
https://twitter.com/DrAzureAD

(@]D]YAVAVI=YA\D),

Contents

Hybrid authentication options

Pass-through authentication (PTA)
Abusing PTA

Detecting & mitigation

Secureworks


https://twitter.com/DrAzureAD

AADInternals.com

The ultimate Azure AD / Microsoft 365 hacking and admin toolkit
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Exploiting Azure AD PTA vulnerabilities:
Creating backdoor and harvesting
credentials

-. PTA agent

In 13 September 2022, Secureworks published a Threat
Analysis: Azure Active Directory Pass-Through
Authentication Flaws. The vulnerabilities discovered by our
team allows threat actors to gain persistent and undetected
access to the target Azure AD tenant.

In this blog post, I'll show how the attack can be conducted using
AADInternals and standalone Windows server.

Deep-dive to Azure AD Pass-Through
Authentication

In my earlier blog, | explained how Azure AD identity federation
works under-the-hood. In this post, I'll be doing the same with
Azure AD pass-through authentication (PTA).

https://aadinternals.com/post/pta/
https://aadinternals.com/post/pta-deepdive/

Azure Active Directory Pass-
Through Authentication
Flaws

TUESDAY, SEPTEMBER 13, 2022
BY: COUNTER THREAT UNIT RESEARCH TEAM

Updated: September 20, 2022

Summary

Pass-through authentication (PTA) is one of the Azure Active Directory (Azure AD) hybrid identity
authentication methods. PTA relies on PTA agents installed on one or more on-premises servers. Azure AD
uses a certificate-based authentication (CBA) to identify each agent. In May 2022, Secureworks®
Counter Threat Unit™ (CTU) researchers analyzed how the protocols used by PTA could be exploited. The
researchers determined that threat actors could steal the identity of the PTA agent by exporting the
certificate used for CBA. The compromised certificate can be used with the attacker-controlled PTA
agent to create an undetectable backdoor, allowing threat actors to log in using invalid passwords, gather
credentials, and perform remote denial of service (DoS) attacks. Attackers can renew the certificate when
it expires to maintain persistence in the network for years. A compromised certificate cannot be revoked

by an organization’s administrators.

CTU™ researchers shared their findings with Microsoft on May 10, 2022. Microsoft responded on July 2

that PTA is working as intended and gave no indication of plans to address the reported flaws.

Update: On September 20, Microsoft sent an update about their plans to address these issues.

https://www.secureworks.com/research/azure-active-directory-pass-through-authentication-flaws Secureworks
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Pass-through authentication (PTA)

Authentication via agent installed in on-prem server
First one installed automatically on Azure AD Connect server

A minimum of 3 agents recommended (max 40)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta
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High-level PTA architecture

1. User enters credentials

2. Azure AD creates an authentication request

3. Agent passes credentials to LogonUserW (network logon)
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PTA agent start-up process
Agent Azure AD  Service Bus

L & @

é Connect to global bootstrap endpoint

Redirect to regional endpoint
€

e Connect to regional bootstrap endpoint

Return bootstrap document
€

Establish WebSocket connection to
each signaling listener endpoint
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PTA details: bootstrap

Contains (usually) 8 SignalingListenerEndpoints

Individual SharedAccessKey — doesn’t seem to change..

<SignalinglistenerEndpoints =zmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.ApplicationProxy.Common.BootstrapDatal”*

<a:S8ignalinglistenerEndpointSettings i:type="a:ServiceBusSignalinglListenerEndpointSettings'">
<a:IsAvailable>true</a:IsAvailable>
<a:Name>his—nam1—eusl/95265eb2—cbfe—4ee4—9552—b0ad287d2663_17d93d40—1389—4f69—b6f6—dcaedfdc4bb7</a:Name>
<a:Domain>servicebus.windows.net</a:Domain>
<a:Namespace>his-naml-eusl</a:Namespace>
<a:ReliableSessionEnabled>false</a:ReliableSessionEnabled:>
<a:Scheme>sb</a:Scheme>
<a:ServicePath>95265eb2-cbfe-4ee4-9552-b0ad287d2669_17d93d40-1389-4£69-b6f6-dcaedfdcdbb7</a:ServicePath>
<a:SharedAccessKey>vEMoAaLnyR8SKAIDgWHsNY6QVzox7z/1F7cndjvEdgI=</a: SharedAccessKey>
<a:SharedAccessKeyName>Connector</a:SharedAccessKeyName>

</a:3ignalinglistenerEndpointSettings>

<a:SignalinglListenerEndpointSettings i:type="a:ServiceBusSignalingListenerEndpointSettings">
<a:IsAvailable>true</a:IsAvailable>
<a:Name>his-naml-ncusl/95265eb2-cbfe-4ee4-9552-b0ad287d2669 17d93d40-1389-4£69-b6f6-dcaedfdecdbb7</a: Name>
<a:Domain>servicebus.windows.net</a:Domain>
<a:Namespace>his-naml-ncusl</a:Namespace>
<a:ReliableSessionEnabled>false</a:ReliableSessionEnabled>
<a:Scheme>sb</a:Scheme>
<a:ServicePath>952653b2—cbfe—4ee4—9552—b0ad287d2669_17d93d40—1389—4f69—b6f6—dcaedfdc4bb7</a:ServicePath>
<a:SharedAccessKey>sEzvwIVSpgqxc9AGLl6Lr4GLRIBtIYjPdm2t£54s/QpOE=</a: SharedAccessKey>
<a:SharedAccessKeyName>Connector</a:SharedAccessKeyName>

</a:8ignalinglistenerEndpointSettings>

<a:SignalinglistenerEndpointSettings i:type="a:ServiceBusSignalinglListenerEndpointSettings'">
<a:IsAvailable>true</a:IsAvailable>
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PTA authentication process

Agent n Proxy Relay Service Bus
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Auth request

4 Auth response
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PTA details: Authentication request

Contains encrypted passwords, one entry per agent certificate

Key identifier:

<agent 1d>_<certificate thumbprint>

ita": "gxFn2UPDMESBYtz90A1ll1gTmFsOBA\\/HsLFUd9gxg8Tn4RSDEXSpx\\/ TYoywkl

"672843e0-8b25-4341f-93e2-5d507113%09 B89365TAEAEZ25D4C9]1 3BCE

rata™: "EKpH2k+louddy8TLniN1CE8XalZnVvwOeglO9mZ2GewrZlLgsjdz+n2 9okKSupS11eMRIPIJHtWw/RENAdIw0jDEkItExsBLakSETO

": "672843e0-8b25-434f-93e2-5d5071139e09 0489715DDD57FBEES1DAC0454AA2470BSFD2C86B"
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PTA details: Authentication response

Successful

"AllanD@
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AADInternals: PTASpy
 Since Dec 2019

* Based on work of @_Xxpn_
(Adam Chester)

* Requires local admin permissions

* Inject PTASpy.dll to PTA service
* Replaces LogonUserW
« Accepts all passwords

 Saves passwords to .csv

https://qithub.com/Gerenios/public/blob/master/PTASpy.cpp
https://aadinternals.com/aadinternals/#install-aadintptaspy

* PTA agent

© PTASpy.dil
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Target organisation

Server

\PTASpy\PTASpy.csv

A

Active
Directory
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What is a PTA agent?

* An object in Azure AD

* Represented by a certificate

o Certificate

General Details

e Issued to: <tenantid>
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« Issued by: HISconnectorRegistrationCA.his.msappproxy.net

Certification Path

id
e _ machineName
tiistai 5. huhtkuuta 212.0...
?unrl tai 2. lokak EZET'.-__... eXte I"na-l Ip
RA (2048 Bits) e status

05 00 supportedPublishingTypes :

2D 43 28 67 258b 4 43 93 e2...

W

- 672843e0-8b25-4341-93e2-5d5071139e09
: RSA-DC.aadsecurity.wtf

= 20.106.88.33
- active

{authentication}
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AADInternals: Stealing PTA agent identity

e Since 2022 Target organization
» Export PTA agent certificate cloud On-premises
 Requires local admin ‘ _
. . Azu_re Active <«
permissions 7  irectoyy

- Impersonate the PTA agent ;

Attacker

’ PTA agent
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I am'g‘bout to show you how it's done.
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IEVGCEWEYES

e Don’'t use PTA
 Treat PTA servers as Tier O servers
 MFA prevents using PTA as a back door *

* Monitor regularly PTA agent:
* |P changes (AADInternals / MS Graph API)
* Certificates (PTAAgentDump)
 Suspicious activity (sign-ins log)

« Contact Microsoft support to remove suspicious agents!
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Thank you!

Questions?
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